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Overview

You can use any of the following wizards to “jumpstart” a Tungsten Monitor 8.3.0 implementation with your
Tungsten Automation products:

* Tungsten Capture Wizard

* Tungsten Communication Server Wizard
* Tungsten Front Office Server Wizard

* Tungsten Front Office Server MFP Wizard
*  Tungsten Import Connector Wizard

* Tungsten Reporting Wizard

* Tungsten TotalAgility Wizard

* Tungsten Transformation Wizard

* Tungsten VRS Elite Wizard

Note: Prior to 2024, Tungsten Monitor software was known as Kofax Monitor, and Tungsten Automation was
known as Kofax, Inc. This guide refers to products supported for use with Tungsten Monitor by their newly
rebranded names, and their previous names are also referenced. The branding of your Tungsten Automation
product may vary, based on the version you use with Tungsten Monitor. For more information, visit the
Tungsten Automation website.

Intended for Workflow Automation professionals who are responsible for configuring and maintaining Tungsten
Monitor, this guide is focused on Tungsten Monitor wizard requirements, configuration, and operation.

In addition to this guide, the Tungsten Monitor documentation set includes the following publications:
*  Tungsten Monitor Technical Specifications
»  Tungsten Monitor Release Notes
*  Tungsten Monitor Overview Guide
*  Tungsten Monitor Migration Guide
*  Tungsten Monitor Installation and Setup Guide
»  Tungsten Monitor Admin Console Online Help
»  Tungsten Monitor User Console Online Help

Tungsten Capture Wizard

The Tungsten Capture wizard allows you to rapidly build a comprehensive monitor for the Tungsten Capture
environment. Tungsten Monitor 8.3.0 supports Tungsten Capture Enterprise versions 11.0 / 110.1.1 / 11.1 and
Tungsten Analytics for Capture 2.0 /2.1. The Tungsten Capture wizard guides the user to create a baseline
Tungsten Capture Monitor in the following format as shown below.

Resource

= Test
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Example - Monitor for Tungsten Capture Enterprise 11.1/Tungsten Analytics for Capture 2.1

\‘&! Connectivity
‘#h | Platform
’ Database

Capture Metrics

[I i;l Kofax Capture
i

J Capture Licensing

—3
r Q Remote Site 1
ri‘ Email Import |
’ Web Service 1
L . Import )
r i‘ Capture Analytics Platform ﬁ

Connectivity (Tungsten Capture platform machines available)

License server(s) can be pinged

Module servers (any host on which a module is running) can be pinged
Database server can be pinged

KCN Server can be pinged

Platform (Tungsten Capture platform available to process work)

License server is responding to license requests

SNMP is returning MIB counter values for Tungsten Capture

File folder cache file path is accessible (Local or UNC Path to directory)
Replication file path is accessible (Local or UNC Path to directory)
KCNS web server is serving web pages

KCN Service is functioning

Check Tungsten Capture Services

Log files size is too large (Local or UNC Path to files)

Free disk space is too low

Database (database available)

Tungsten Capture Database is responding to query
Check database services are running (For Databases on Windows OS)
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Capture Metrics (Operational throughput and exceptions)

Queue counts are too low or too high

Batch count for overall system is too high

Batch time in system is too long

Un-attended modules are processing work too slowly
Attended modules are processing work too slowly

KCN Server Queue count with “in progress’ status is too high

Capture Licensing (License usage)

Volume licenses available page count is too low
Station use is too high
Backup license server is available

Remote Site (Remote site availability, currency, and processing)

Remote Site can be pinged

Remote Site has checked in near the time it was supposed to based on the synchronization settings
Remote site has successfully downloaded batch classes within the configured polling interval
Remote Site Batch count is too high

Email Import Connector (Email server availability, currency, and processing)

Ping Email server
Import Connector Email Service is running
Check Mail Box for number of items

Web Services Import Connector (Web Service availability, currency, and processing)

Ping Web Service Server

Import Connector Web Services is responding
Import Connector Web Services is running
Number of XML error files in \ Error directory

Capture Analytics Platform (KAFC platform available to process work)

Event Listener Login
Event Listener Processing
Event Listener Error Log
Event Listener Job Queue
Workflow Agent Error Log
Data Service Available
Databases Available
Database Synchronization
Insight Platform Services
Insight Failed Execution Plans
Insight Logs

Insight Dashboard

Note the following:

You must have a valid Tungsten Monitor license installed on the Tungsten Capture server or Tungsten
License Server. During Tungsten Monitor installation and Tungsten Monitor Admin console startup, a
check is done for a valid Tungsten Monitor license.

The Tungsten Capture Wizard requires an installed Tungsten Monitor 8.3.0 server and a working
Tungsten Capture Enterprise 11.0 / 11.0.1.1 / 11.1 and Tungsten Capture for Analytics 2.0 / 2.1
(optional) system available for complete monitoring. See the Tungsten Monitor 8.3.0 Installation and Setup
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Guide for more information. User Tracking must be enabled within Tungsten Capture and the Central and
Remote sites when using Tungsten Monitor to monitor capture metrics.

= If you are using the Tungsten Standard Database for the Tungsten Capture Enterprise database, you must
select the Tungsten Monitor Standard Database installation step as part of installing Tungsten Monitor
8.3.0.

* Tungsten Monitor requires the Tungsten Site Monitoring Service to be installed on Tungsten Capture
Servers and Remote Site(s) servers. See the Tungsten Capture 11 Installation Guide, Monitoring Tungsten
Capture Services for more information.
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Tungsten Transformation Modules Wizard

The Tungsten Transformation Modules (KTM) wizard allows you to rapidly build a comprehensive monitor for
the Tungsten Capture environment. Tungsten Monitor 8.3.0 supports Tungsten Transformation Modules version
6.4,7.0,and 7.1 and Real-Time Transformation Interface (RTTI) version 2.2 and above. The Tungsten
Transformation Modules wizard guides the user to create a baseline Tungsten Transformation Modules Monitor
in the following format as shown below:

Resource

= Test

Example - A Monitor for Tungsten Transformation Modules 7.1 with RTTI 2.2

] [ Connectivity
% I Platform
| ;J KTM Monitor i Database
P
Transformation
Metrics
@ Real-Time Transformation Interface

Connectivity (KTM platform machines available)

* KTM Module servers (any host on which a module is running) can be pinged
» KTM Statistics Database server can be pinged

Platform (KTM platform available to process work)

*  Check KTM Services

* Check KTM Windows Event Log messages

* KTM Log files size is too large (Local or UNC Path to files)
* KTM Search Daily Log File

= KTM Server Free disk space is too low

Database (KTM Statistics database available)

= KTM Statistics Database is responding to query

* Check KTM Statistics Database services are running (For SQL Server based Statistics Database on
Windows OS)
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Transformation Metrics (Operational throughput and exceptions)

KTM Queue counts are too low or too high

KTM Field Accuracy is too high (rejection/incorrect) or to low (correct)
KTM Unattended modules are processing work too slowly

KTM Attended modules are processing work too slowly

Real-Time Transformation Interface (RTTI available to process work)

Check RTTI event log messages

Check RTTI web access

Check RTTI request count

Check RTTI requests executing

Check RTTI failure count

Check RTTI request execution time of last request
Check RTTI average request duration

Check RTTI average request duration for the last minute
Check RTTI worker processes

Check RTTI worker processes available

Check Mobile ID Capture web service

Note the following;:

You must have a valid Tungsten Monitor license installed on the Tungsten Capture server or Tungsten
License Server. During Tungsten Monitor installation and Tungsten Monitor Admin console startup, a

check is done for a valid Tungsten Monitor license.

The Tungsten Transformation Modules Wizard requires an installed Tungsten Monitor 8.3.0 server and a
working Tungsten Transformation Modules 6.4 or above system available for monitoring. See the

Tungsten Monitor 8.3.0 Installation and Setup Guide for more information.

The Tungsten Transformation Modules Wizard requires an installed Tungsten Monitor 8.3.0 server and a
working Real-Time Transformation Interface 2.2 or above system available for RTTI monitoring. See the

Tungsten Monitor 8.3.0 Installation and Setup Guide for more information.

If you are using the Tungsten Standard Database for the Tungsten Capture Enterprise database, you must
select the Tungsten Monitor Standard Database installation step as part of installing Tungsten Monitor

8.3.0

Tungsten Transformation Modules Wizard requires the Tungsten Site Monitoring Service to be installed
on Tungsten Transformation Modules Server if using Tungsten Capture Enterprise. See the Tungsten

Capture 11 Installation Guide, Monitoring Tungsten Capture Services for more information.
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Tungsten TotalAgility Wizard

The Tungsten Total Agility wizard allows you to rapidly build a comprehensive monitor for the Tungsten

Total Agility environment. Tungsten Monitor 8.3.0 supports Tungsten Total Agility version 7.9 - 8.0. The
Tungsten Total Agility wizard guides the user to create a baseline Tungsten TotalAgility Monitor in the following
format as shown below.

Resource

= Test

Example - A Monitor for Tungsten TotalAgility 8.0

s N

L&’ Connectivity

“ J

E& | Platform

r _J Import Connector |
' ] Database \
[@ KTA Monitor ] r _:)J Licensing j
| Q Clients |
r WCF Services \

“ . Reporting

”/ . Performance

Connectivity (KTA platform machines available)
=  KTA web servers available
= KTA application servers available
=  KTA database servers available
=  KTA transformation servers available
= Tungsten Search and Matching Server servers available
= Check Fax servers available
= Check Email servers available
= Check Import folder servers available
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Platform (KTA platform available to process work)
= Check KTA Server Free Space
= Check KTA Services
= Check KTA Web Server
= Check KTA License Service is responding
= Check KTA Windows Error Log

Import Connector (KTA import connector available to process work)
= Check KTA Email inbox access
= Check KTA Email folder item count
= Check KTA Import Folder file age count
* Check KTA Import Folder total file count
* Check KTA Import Connector status
* Check KTA Import Connector storage
* Check KTA Import Connector message waiting count
= Check KTA Import Connector message failed count
* Check KTA Import archive folder access
* Check KTA Fax FOIP server port
* Check KTA SMTP server

Database (KTA database available)
= Check SQL Server Services
= Check KTA SQL Server Database
= Check KTA SQL Server Documents Database
*  Check KTA SQL Server Reporting Database
*  Check KTA SQL Server Reporting Staging Database
= Check KTA SQL Server Simulator Database
= Check KTA SQL Server Database Sizes

Clients (KTA client’s availability)
*  Check KTA Workspace Login
*  Check KTA Designer Access
*  Check KTA SDK Interface
*  Check KTA Device Manager Interface
*  Check KTA MFP Devices

Licensing (KTA licensing usage)
*  Check KTA Volume Licensing
*  Check KTA Station Licensing

WCEF Service Metrics (KTA WCEF services metrics)
= Check KTA WCF Services Metrics

Reporting (KTA report processing)
*  Check KTA Report Data Aging
= Check KTA Report Data Record Count

Performance (KTA operating performance)
»  Check KTA Core Worker Tasks Taken
»  Check KTA Core Worker Threads Active
= Check KTA Core Worker Items in Thread Pool
*  Check KTA Core Worker System Tasks Taken
= Check KTA Core Worker Locked Activities
*  Check KTA Search and Matching Server
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= Check KTA Export Service

Note the following:

* You must have a valid Tungsten Monitor license installed on the Tungsten TotalAgility server or Tungsten
License Server. During Tungsten Monitor installation and Tungsten Monitor Admin console startup, a
check is done for a valid Tungsten Monitor license.

= The Tungsten TotalAgility Wizard requires an installed Tungsten Monitor 8.3.0 server and a working
Tungsten TotalAgility 7.9 - 8.0 available for complete monitoring. See the Tungsten Monitor 8.3.0
Installation and Setup Guide for more information.
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Tungsten VRS Elite Wizard

The Tungsten VRS Elite Wizard allows you to rapidly build a comprehensive monitor for a VRS workstation.
Tungsten Monitor 8.3.0 supports Tungsten VRS Elite 5.2 and above. The Tungsten VRS Elite Wizard guides the
user to create a baseline Tungsten VRS Monitor in the following format as shown below:

Resource

Test

Example - A Monitor for Tungsten VRS Elite 5.3

4 - ﬂ
l i-' VRS Monitor =" VRS Server Scanner

Connectivity (VRS network connectivity)

Check Connectivity of Tungsten VRS workstation

Platform (VRS platform available to gather metrics)

SNMP is returning MIB counter values for Tungsten VRS workstation
Check Scanner Make/Model
Check Scanner Firmware level

Scanner Metrics (Scanner device health, throughput and exceptions)

Rate of pages scanned is too low

The number of sheets scanned between feeder errors is too low

The number of sheets scanned between multi feeder errors is too low

The number of sheets scanned between paper jam errors is too low

The number of sheets scanned between camera health sheet scans is too high
Too much time has elapsed since the last camera health sheet scan

The roller health percent is too low

The uniformity percent is too low

The clarity percent is too low

Note the following:

You must have a valid Tungsten Monitor license installed on the Tungsten Capture server or Tungsten
License Server. During Tungsten Monitor installation and Tungsten Monitor Admin console startup, a
check is done for a valid Tungsten Monitor license.

The Tungsten VRS Wizard requires an installed Tungsten Monitor 8.3.0 server and a Tungsten VRS
workstation with VRS Elite available for monitoring.

The Tungsten VRS Elite Wizard requires a working device health VRS MIB on each Tungsten VRS
scanning workstation. See the Tungsten VRS Elite Technical Guide for more information.

*The test 'SNMP is returning MIB counter values for Tungsten VRS workstation” is required to run
successfully for a VRS monitor.
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Tungsten Communication Server Wizard

The Tungsten Communication Server (KCS) wizard allows you to rapidly build a comprehensive monitor for a
KCS environment. Tungsten Monitor 8.3.0 supports Tungsten Communications Server version 10.4 and 10.5. The
Tungsten KCS wizard guides the user to create a baseline Tungsten KCS Monitor in the following format as
shown below:

Resource

Test

Example - A Monitor for Tungsten Communication Server 10.5

@ Connectivity

| jl Platform

’ Database

|| i;' KCS Monitor
okt

f Communication Server Metrics

_{J Communication Server Licensing

- ) Application Servers

g’ Messaging Servers

|@ Applications ’

Connectivity (KCS platform machines available)

KCS TCOSS servers can be pinged
KCS TC/LINK servers can be pinged
KCS Mail/Message servers can be pinged

Platform (KCS platform available to process work)

Check KCS platform services

Check KCS web interface services

KCS Server free disk space is too low
Check Mail/Message services connected
Check KCS Tandem Server disk status
Check KCS Tandem Server disk blocks
Check KCS Tandem Server monitor time

Database (KCS databases available)

Check KCS monitoring database
Check KCS TC/Report database
Check KCS TC/Probe database

Check if database services are running (For SQL Server Databases on Windows OS only)
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Communication Server Metrics (Operational throughput)
* Check KCS message queue is too high or too low
= Check KCS messages are processing too slowly
= Check KCS message queue for number of pages is too high

Communication Server Licensing (License usage)

* Number of license registrations in use is too high or too low

Application Servers (KCS applications server health and operation)

*  Check KCS application server status
= Check KCS number of running applications
= Check KCS number of stopped applications

Applications (KCS applications health and operation)

*  Check KCS application status
*  Check KCS application message rate is too low
*  Check KCS application message count is too high

Messaging Servers (KCS message server health and operation)

*  Check KCS message server number of user sessions is to high

*  Check KCS message server number of tech files is too high or too low

* Check KCS message server percentage of tech files in use is too high or too low

*  Check KCS message server number of send orders is too high

*  Check KCS message server percentage of send orders used is too high

* Check KCS message server percentage of messages used is too high or too low

*  Check KCS message server mail system free size is too low

*  Check KCS message server percentage of mail system size is too low

*  Check KCS message server number of broadcast jobs is too high or too low

*  Check KCS message server percentage of unconfirmed short term archive entries is too high
*  Check KCS message server percentage size of unconfirmed archive entries is too high
*  Check KCS message server number of address book entries is too high or too low

*  Check KCS message server percentage of address book entries is too high or too low

*  Check KCS message server number of user store entries used is too high or too low

*  Check KCS message server percentage of user store entries used is too high or too low
*  Check KCS message server number of unread messages for a user is too high

*  Check KCS message server status of a channel

*  Check KCS message server mode of a channel

*  Check KCS message server number of defined channels is too high or too low

Note the following:

* You must have a valid Tungsten Monitor license installed on the Tungsten Capture server or Tungsten
License Server. During Tungsten Monitor installation and Tungsten Monitor Admin console startup, a
check is done for a valid Tungsten Monitor license.

* The Tungsten KCS Wizard requires a configured KCS monitoring application on the KCS server.
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Tungsten Front Office Server Wizard

The Tungsten Front Office Server (KFS) wizard allows you to rapidly build a comprehensive monitor for a KFS
environment. Tungsten Monitor 8.3.0 supports Tungsten Front Office Server version 4.3. The Tungsten KFS
wizard guides the user to create a baseline Tungsten KFS Monitor in the following format as shown below:

Resource

= Test

Example - A Monitor for Tungsten Front Office Server 4.3

e N

’ r Connectivity

. J

e B

i‘ Platform

\ J

’ Database
d ;;‘ KFS Monitor ) ‘
Wenttnr |

4 Front Office Server Metrics

\ J

' N\

Q’ Front Office Server MFP Processing

g N

. ! Front Office Server User Inbox

\ J

Connectivity (KFS platform machines available)
» KFS servers can be pinged
= KFS database servers can be pinged
= KFS web servers can be pinged

Platform (KFS platform available to process work)
= Check KFS service
= Check KFS shared folder
» Check KFS server free disk space
= Check KFS web admin client access
= Check KFS thin client access
= Check KFS web service access
* Check KFS accepting requests
* Check KFS log files size
* Check KFS release error log file
= Check KFS release error file count

Database (KFS database available)
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* Check KFS database
* Check if database services are running (For SQL Server Databases on Windows OS only)
* Check KFS database scan job table record count

Front Office Server Metrics (KFS Operational throughput)
= Check KFS in process transaction count
* Check KFS in process transaction age
* Check KFS KC release error count
* Check KFS server total transaction rate
* Check KFS application server transaction rate

Front Office Server MFP Processing (KFS MFP job submission)
* Check KFS MFP job submission

Front Office Server User Inbox (KFS User Inbox Operational throughput)
= Check KFS user inbox transaction count
= Check KFS user inbox transaction queue time

Note the following:

* You must have a valid Tungsten Monitor license installed on the Tungsten Capture server or Tungsten
License Server. During Tungsten Monitor installation and Tungsten Monitor Admin console startup, a
check is done for a valid Tungsten Monitor license.

* The Tungsten KFS Wizard requires an installed Tungsten Monitor 8.3.0 server and an installed Tungsten
Front Office Server version 4.3.
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Tungsten Front Office Server MFP Wizard

The Tungsten Front Office Server (KFS) MFP wizard allows you to rapidly build a comprehensive monitor for
KFS MFP devices. Tungsten Monitor 8.3.0 supports Tungsten Front Office Server version 4.3. The Tungsten KFS
MFP wizard guides the user to create a baseline Tungsten KFS MFP device monitor in the following format as
shown below:

Resource

= Test

Example - A Monitor for Tungsten Front Office Server 4.3 MFP devices

| ;;' KFS MFP Monitor
orbze

Q‘ W2K16-KFS-001 ] [;3, W2K16-KFS-001_MFP Emulator

Connectivity (MFP platform machines available)
» MEFP device can be pinged
= Check MFP device status
= Check MFP device errors

MFP Scanner (MFP device specific status)
» MEFP device specific check 1
» MEFP device specific check 2
»= MEFP device specific check x

Note the following:

* You must have a valid Tungsten Monitor license installed on the Tungsten Capture server or Tungsten
License Server. During Tungsten Monitor installation and Tungsten Monitor Admin console startup, a
check is done for a valid Tungsten Monitor license.

* The Tungsten KFS Wizard requires an installed Tungsten Monitor 8.3.0 server and an installed Tungsten
Front Office Server version 4.3.

= The MFP Scanner tests are MFP device dependent and requires configuration of the
MFPdeviceconfig.xml file located in the <KM installation path>\Reveille\ Web\ ReveilleTests\ Kofax
directory. Refer to the MFP device manufacturer information for available MIB OID definitions.
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Tungsten Import Connector Wizard

The Tungsten Import Connector (KIC) wizard allows you to rapidly build a comprehensive monitor for a KIC
environment. Tungsten Monitor 8.3.0 supports Tungsten Import Connector version 2.9 - 2.11. The Tungsten KIC
wizard guides the user to create a baseline Tungsten KIC Monitor in the following format as shown below:

Resource

Test

Example - A Monitor for Tungsten Import Connector 2.11

Connectivity

W
% Platform

Kofax Import Connector Server Metrics

‘@ KIC Monitor ]

Kofax Import Connector Folder Processing

_Q Kofax Import Connector Email Processing

—

;.’ Kofax Import Connector Fax Processing

Connectivity (KIC platform machines available)

KC servers available

Fax servers available

Email servers available

Web Service servers available
Import folder servers available

Platform (KIC platform available to process work)

Check KIC services (message connector/KC plug-in)
Check KIC server free disk space

Check KIC archive folder access

Check KIC windows event log

Check KIC KC Plug-In log files size

Check KIC web service access

Check KIC web service accepting requests
Check KIC message connector storage available
Check KIC KC Plug-In connection status

Check KIC message connector status

Check KIC SMTP server
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Import Connector Server Metrics (KIC Operational throughput)
* Check KIC messages waiting counts by media type
= Check KIC messages failing count
= Check KIC license state

Import Connector Email Processing (KIC Email Import Operations)
» Check Email inbox access
* Check Email folder item count

Import Connector Import Folder Processing (KIC Folder Import Operations)
= Check Import Folder file age count
= Check Import Folder total file count
= Check Import Folder server disk space

Import Connector Fax Processing (KIC Fax Import Operations)
= Check Fax FOIP server port
= Check Fax Server disk space

Note the following:

* You must have a valid Tungsten Monitor license installed on the Tungsten Capture server or Tungsten
License Server. During Tungsten Monitor installation and Tungsten Monitor Admin console startup, a
check is done for a valid Tungsten Monitor license.

* The Tungsten KIC Wizard requires an installed Tungsten Monitor 8.3.0 server and installed Tungsten
Import Connector 2.9 - 2.11.
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Before Using Tungsten Monitor

Using the Tungsten Capture / Tungsten Transformation Module Wizards

1 Confirm the Tungsten Capture 11.0 / 11.0.1.1 / 11.1 & Tungsten Transformation Module (KTM) 6.4 / 7.0
/ 7.1 & RTTI 2.2 & Tungsten Analytics for Capture (KAFC) 2.0 / 2.1 environment information and
configuration:

Computer names for the Tungsten Capture Server (running Tungsten Capture service, includes
licensing service), Database Server, Tungsten Capture Module Server, Tungsten Capture Network
Server and /or Tungsten Capture Remote Site(s).

Computer names for the Tungsten Transformation Modules Server (running KTM services) and KTM
Statistics Database Server.

File Folder Cache and/or Replication file paths (Local or UNC naming) and proper access. Test access
using Windows Explorer from the Tungsten Monitor Server.

KCE Error Logs file path (Local or UNC naming). Test access using Windows Explorer from the
Tungsten Monitor Server.

KTM Error Logs file path (Local or UNC naming). Test access using Windows Explorer from the
Tungsten Monitor Server. Note: There is not a default share for the default KTM error log location
(\Documents and Settings\ All Users\ Application Data\ Kofax\ Capture\ Local\ Logs); it must be
created on a new KCE server where KTM is installed.

The KTM error log search assumes a daily log file name in the format of KTM_yyyymmdd.txt.
KAFC Error Logs file paths (Local or UNC naming). Test access using Windows Explorer from the
Tungsten Monitor Server. The default local path is the C:\ Temp directory on the IIS server running
the event listener. The KAFC Workflow Agent Error Log default local path is the

C:\ ProgramData\ Kofax\ CaptureSV\ Logs\ KofaxAnalytics directory on the KC /KTM server.

KAFC Insight Error Logs file paths (Local or UNC naming). Test access using Windows Explorer from
the Tungsten Monitor Server. The KAFC Insight Log default local path is the C:\ Temp\ Insight X.Y.Z
directory on the KAFC Insight server where X.Y.Z is the Insight version and release number.

If KAFC is using an Oracle database, the schema name of the KAFC database as KAFC creates the
Oracle database with case-sensitivity. This may not be necessary if using public synonyms to query
KAFC data, check with your DBA for specific details.

File path to ACConfig.xml file (Local or UNC naming). Test access using Windows Explorer from the
Tungsten Monitor Server.

The Windows ID and Windows Password used for the above file paths must also be a local user on
the Tungsten Monitor Server. This is needed for windows impersonation to work correctly. This is
also required for the Windows Event log based tests - the same windows userid and password must
reside on both the Tungsten Monitor Server and the KC / KTM / KAFC server.

URL of the KCN server main web page

WMI access to the Tungsten Capture Server. Verify access by using the Windows Event Viewer and
“connect to another computer” under action selection on File menu. Successful access will allow
browsing of a windows event log on the remote computer.

SNMP access to the Module Server / Workstations. Verify access by using a MIB browser to connect
to the remote computer (standard remote SNMP port is 161 and community string of public) and read
the module names from the Tungsten Capture MIB located at OID 1.3.6.1.4.1.21812.3.1.1.1.2.2.2.1.2.
Successful access will allow browsing of the MIB values on the remote computer. The Tungsten
Capture MIB default location is directory <Tungsten capture installation

path>\ Kofax\ Capture\ Source\ Sample Projects\ Monitor.

Proper authentication (userid and password) for the database provider (SQL Server, Oracle, or DB2)
hosting the Tungsten ACSystem database.

Proper authentication (userid and password) for the database provider (SQL Server) hosting the KTM
Statistics database and KCS reporting/monitoring databases. If using MS Access for the KTM
Statistics Database, have UNC path to database .mdb file.

Proper authentication (userid and password) for the database provider (SQL Server or Oracle) hosting
the KAFC admin, data, meta, and reporting databases.

If using Oracle or DB2 as the Tungsten database provider for KCE 11, appropriate Oracle or DB2
clients (at release levels supported by Tungsten Capture) installed on the Tungsten Monitor Server to
create an ODBC connection to the Tungsten Capture database.
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* For testing Email Import Connector, the IMAP mail server host name:port, email userid and
password. SSL is supported for the IMAP connection.

= If testing the Web Service Import Connector, file path to SrvConfig.xml file (Local or UNC naming).
Test access using Windows Explorer from the Tungsten Monitor Server.

* The Capture Licensing, ‘Backup License Server available’ test will not work with the license server
installed by default with KCE 11. It will work with SAL (Stand Alone License) based license servers.

= For Capture Metrics tests using SNMP gathered information (such as attended and unattended
modules processing work too slow), Tungsten modules must be running as a service or application for
the requested SNMP MIB completed batch value to be available. If the modules are not running, the
completed batch value will be 0. If a Tungsten module is not running, the Tungsten Capture monitor
will alert when using a typical Tungsten Capture monitor configuration. Use the Tungsten Monitor
schedule capability to control monitor or test operation periods.

* A default set of KC/KTM Dashboard Metrics can be installed as documented in the Tungsten Monitor
8.3.0 Installation and Setup Guide, Installing Dashboard Metrics

= For Capture Metrics tests, if planning to use Batch Field Names / Batch Field Names Values during
test configuration, all batches must have the “Store batches in SQL Server” option set for the
databases. Batch information must be stored in a SQL Server, DB2, or Oracle database.

* If not using the Tungsten Standard Database, create an ODBC System DSN connection from the
Tungsten Monitor Server to the Tungsten ACSystem database. For KCE 10, use the appropriate native
ODBC driver for the Tungsten Capture database provider if not using SQL Server.

£70DBC Data Source Administrator e |

User DSN  System DSM IFiIe DSNI Driversl Tracingl Connection F'u:uolingl About I

System Data Sources:

Mame Drriver | Add... |
ibofanlapture ! SOL Server

Kofastanitar - SEL Server Bemove |
bk anitar Microsoft Access Diriver [*.mdb]

OnCall Microzoft Access Driver [".mdb] Lonfigure... |

An ODBC System data source stores information about how to connect to
the indicated data provider. A Spstemn data source i visible to all ugers
on thiz machine, including MT zervices.

0K I Carncel | Apply | Help |

» If using the Tungsten Standard Database, select the preexisting “TungstenCaptureStandardDB” for
both the ODBC DSN and the credentials for these Tungsten Capture Resource tests using SQL:

* Database - Tungsten Capture Database is responding to query (KCE 11)
*  Capture Metrics - All tests (KCE 11)
* Remote Site - All tests ( KCE 11)
* If using RTTI, access to the RTTI performance counters requires an account with local administrator
rights on the KTM / RTTI server.
* For KAFC login tests, only windows authentication is supported for:
= KAFC event listener login (KC authorized user)
* KAFC data service login (KAFC Insight authorized user)
* KAFC Insight dashboard login (KAFC Insight authorized user)
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Using the Tungsten TotalAgility Wizard

Confirm the Tungsten TotalAgility (KTA) 7.9 - 8.0 environment information and configuration:

Proper authentication (userid and password) for the database provider (SQL Server) hosting the KTA
TotalAgility, TotalAgility_Documents, TotalAgility_Staging, TotalAgility_Reporting,
TotalAgility_Reporting_Staging, and TotalAgility_Simulator databases.

Proper authentication (userid and password) for the SQL server database provider hosting the Tungsten
TotalAgility databases.

A Windows account with local administrator access rights to the KTA server for accessing the KTA
windows event logs.

KTA Log file paths (Local or UNC naming). Test access using Windows Explorer from the Tungsten
Monitor Server. The KTA Reporting Log default local path is the

C:\ ProgramData\ Kofax\ Total Agility\ Reporting\ Log directory on the KTA server.

The Windows account used for the above file paths must also be a local user on the Tungsten Monitor
Server. This is needed for windows impersonation to work correctly. This is also required for the
Windows Event log based tests - the same windows userid and password must reside on both the
Tungsten Monitor Server and the KTA server.

A Windows account with local administrator access rights to the KTA server for accessing the KTA
windows performance counters.

For the KTA import connector folder, the import folder path (Local or UNC naming). Test access using
Windows Explorer from the Tungsten Monitor Server.

KTA archive folder path (Local or UNC naming). Test access using Windows Explorer from the Tungsten
Monitor Server.
For the KTA import email server, the email server IMAP or POP3 access information.
For the KTA SMTP function, SMTP port number.
URL’s and ports of the KTA import and monitor wsdl’s and their web services
Authorized Tungsten user account for KTA web service access
SSL is supported for KTA import and monitor wsdl web services access. See KTA documentation for SSL
setup information.
For KTA login tests, note the below required authentication method:

o KTA Workplace login (KTA authorized windows user)

KTA Designer login (KTA authorized windows user)

o
o KTA Device Manager login (KTA authorized windows user)
o KTA SDK login (KTA application user)
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Using the Tungsten VRS Elite Wizard

Confirm the Tungsten VRS environment information and configuration:

Computer names for the each VRS workstation running VRS Elite 5.2 / 5.3

SNMP access to the VRS workstations. Verify access by using a MIB browser to connect to the remote
computer (standard remote SNMP port is 161 and community string of public) and read the device health
VRS MIB located at OID 1.3.6.1.4.1.21812.3.4.1. Successful access will allow browsing of the device health
MIB values on the remote computer. The VRS device health MIB default location is directory

<Media>\ configuration.

During the scheduled Tungsten VRS monitor operation, an active scanning environment is updating the
device health VRS MIB values for each VRS workstation. If a scanner is not connected or actively
scanning, the VRS monitor will alert when using a typical VRS monitor configuration. Use the Tungsten
Monitor schedule capability to control monitor or test operation periods.

VRS Dashboard Metrics are required for proper operation of the VRS monitor. A default set of VRS
Dashboard Metrics can be installed as documented in the Tungsten Monitor 8.3.0 Installation and Setup
Guide, Installing Dashboard Metrics

Using the Tungsten Communications Server Wizard

Confirm the Tungsten Communications Server (KCS) environment information and configuration:

Computer names for each KCS server running KCS version 10.4 - 10.5.

WMI access to the KCS Server. Verify access by using the Windows Event Viewer and “connect to
another computer” under action selection on File menu. Successful access will allow browsing of a
windows event log on the remote computer.

KCS wizard tests for the KCS Tandem Server operation require the appropriate KCS Tandem Server
environment. See the KCS documentation for KCS Tandem Server requirements and configuration.

A configured KCS monitoring application on a KCS server. See the KCS Monitoring Configuration 9 Manual
for more information. The following URL (if using default port and no ssl) should return the web service
wsdl namespace in a browser - http:/ / <kcs server> :8001/ KCSMonitoring/ WSServer?wsdl

Create required ODBC System DSN connections from the Tungsten Monitor Server to the KCS SQL Server
databases- KCS monitoring, TC/Report, and TC/Probe.

During the scheduled Tungsten KCS monitor operation, many WMI based tests are used within a typical
KCS monitor. WMI requires the appropriate network bandwidth to provide optimum KCS monitor
operation. Use the Tungsten Monitor schedule capability to control monitor or test operation periods.
KCS Dashboard Metrics are available for the KCS monitor. A default set of KCS Dashboard Metrics can
be installed as documented in the Tungsten Monitor 8.3.0 Installation and Setup Guide, Installing Dashboard
Metrics
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Using the Tungsten Front Office Server Wizard

Confirm the Tungsten Front Office Server (KFS) environment information and configuration:

Computer names for the each KFS servers running KFS version 4.3.

WMI access to the KFS Server. Verify access by using the Windows Event Viewer and “connect to another
computer” under action selection on File menu. Successful access will allow browsing of a windows event
log on the remote computer.

Create required ODBC System DSN connections from the Tungsten Monitor Server to the KFS Server
database. If using the KFS native SQL Express database, connect using SQL userid of “StatsMgr” and
password ‘Tungsten123’.

KFS 4.3 File Share file path (Local or UNC naming) - default is to C:\ Documents and Settings\ All

Users\ Application Data\ Kofax\ CaptureSV\ KFS4.0\ Config. Test access using Windows Explorer from
the Tungsten Monitor Server.

KFS 4.3 Logs file path (Local or UNC naming) - default is C:\ ProgramData\ Kofax\ Front Office

Server\ Log directory. Test access using Windows Explorer from the Tungsten Monitor Server.

KFS 4.3 Release Error file path (Local or UNC naming) - default is C:\ Documents and Settings\ All
Users\ Application Data\ Kofax\ CaptureSV\ KFS4.0\ ReleaseError. Test access using Windows Explorer
from the Tungsten Monitor Server.

The Windows ID and Windows Password used for the above file paths must also be a local user on the
Tungsten Monitor Server. This is needed for windows impersonation to work correctly. This is also
required for the Windows Event log based tests - the same windows userid and password must reside on
both the Tungsten Monitor Server and the KFS server.

URL of the KFS Admin client web page

URL of the KFS Thin client web page

MEP devices configured within KFS

Authorized Tungsten user account for KFS web service access

SSL is supported for KFS server web page and KFS server metric tests.

KFS Dashboard Metrics are available for the KFS monitor. A default set of KFS Dashboard Metrics can be
installed as documented in the Tungsten Monitor 8.3.0 Installation and Setup Guide, Installing Dashboard
Metrics
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Using the Tungsten Front Office Server MFP Wizard

Confirm the Tungsten Front Office Server (KFS) MFP device environment information and configuration:

* Verify SNMP access to the KFS defined MFP devices. Verify access by using a MIB browser from the
Tungsten Monitor server to connect to the MFP device (standard remote SNMP port is 161 and
community string of public) and read the device status (standard MIB) located at OID
1.3.6.1.2.1.25.3.2.1.5.1 (standard MIB, RFC1514). Successful access should allow browsing of the MIB
values on the MFP device.

= SSL is supported for KFS server access, not MFP device access.

= The MFP Scanner tests are MFP device dependent and requires configuration of the
MFPdeviceconfig.xml file located in the <KM installation path>\Reveille\ Web\ ReveilleTests\ Kofax
directory. Refer to the MFP device manufacturer information for available MIB OID definitions.
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Using the Tungsten Import Connector Wizard

Confirm the Tungsten Import Connector (KIC) environment information and configuration:

Computer names for the each KIC related servers running KIC version 2.9 - 2.11

WMI access to the KIC Server. Verify access by using the Windows Event Viewer and “connect to another
computer” under action selection on File menu. Successful access will allow browsing of a windows event
log on the remote computer.

KIC Logs file path (Local or UNC naming) - default is C:\ Documents and Settings\ All Users\ Application
Data\ Kofax\KIC-ED directory. Test access using Windows Explorer from the Tungsten Monitor Server.
KIC archive folder path (Local or UNC naming). Test access using Windows Explorer from the Tungsten
Monitor Server.

The Windows ID and Windows Password used for the above file paths must also be a local user on the
Tungsten Monitor Server. This is needed for windows impersonation to work correctly. This is also
required for the Windows Event log based tests - the same windows userid and password must reside on
both the Tungsten Monitor Server and the KIC server.

If testing KIC import folder, the import folder path (Local or UNC naming). Test access using Windows
Explorer from the Tungsten Monitor Server.

If testing KIC import email server, the email server IMAP or POP3 access information.

If testing KIC SMTP function, SMTP port number.

URL’s and ports of the KIC import and monitor wsdl’s and web services

URL and ports of the KIC Plug-In web service

Authorized Tungsten user account for KIC web service access

SSL is supported for KIC import and monitor wsdl web services access. See KIC documentation for SSL
setup information.

KIC Dashboard Metrics are available for the KIC monitor. A default set of KIC Dashboard Metrics can be
installed as documented in the Tungsten Monitor 8.3.0 Installation and Setup Guide, Installing Dashboard
Metrics
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Starting a Tungsten Monitor Wizard

1

At the Tungsten Monitor Server, start the Tungsten Monitor Admin Console by clicking the Tungsten

Monitor Admin Console icon on the desktop.

Tungsten
Monitor

Tungsten Monitor Admin Console is displayed:

i3 Tungsten Monitor Admin Console - [m] X
File Edit View Action Log Help
E-dRe @irua|l ESS553 T EIN 4-0% BB ST A0 DYR
=188 Servers .
O o ety Local Server: W2K22-KM-01
[ DemoMonitor - ~
General Database Colors Alerts Maintenance Proactive Proxy Schedules
Install Paths (Read Only)
Program Directory:
‘C:\Program Files (x86)\ReveileSoftware\Revelle\ ‘
Web Directory:
‘C:\Program Flles (; ] i ‘
Web Virtual Directory:
‘/Reve\lbe/
Startup
(Optional) Specify the name of a Command file or Executable file that wil be
executed by the Monitor Service during startup:
Timeout: 5% Minute(s)
Web Server
Server Address: (Examples: "localhost”, "localhost:1133")
[localnost |
[[] web Server SSL/TLS Default TS 1.0 TS 1.1 TS 1.2
< > 1 ' - N
Ready & 5/1/2024 6:34:42 AM ~ _;

Select New > Monitor from the Tungsten Monitor Admin Console File menu.

i3 Tungsten Monitor Admin Console - O X
File | Edit View Action Log Help
[2] New * [[2 Monitor.. TES 0% BRI sTA e EEDE ¥
s% Distri 1 5 Resource
et Distributed Server Configuration... oo P-KM-01
= Import/Export Wizard... & Test.
(& Credentials Manager... 2 Test using Wizard... laintenance Proactive Proxy Schedules ~
% Groups Manager... Install Paths (Read Only)
¥ Permissions Manager...
[#  Metric Manager... Program Directory:
2 Active Monitors... C:\Program Files (x86)\ReveileSoftware\Reveilel, ‘
[ Parameter Store... Web Directory:
*%  Proactive Actions... C:\Program Files (. i i ‘
Multi Server Settings Web Virtual Directory:
A Save Ctrl+S Reveile/ ‘
Exit iStartup
(Optional) Specfy the name of a Command file or Executable file that will be
executed by the Monitor Service during startup:
Timeout: 5° Minute(s)
‘Web Server
Server Address: (Examples: "localhost”, "localhost:1133")
[localnost |
[] web Server SSL/TLS Default TS 1.0 TS 1.1 TS 1.2
< > 1 a . - v
Ready & 5/1/2024 63554 AM - _:

3 Enter a valid Tungsten Monitor Name and click OK.
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New Monitor *

Mame:

Cancel

4  This example will show the Tungsten Capture Wizard. Select the Tungsten Capture Wizard and click

OK.

Add Monitor Tests Using Wizard

Select a Wizard:

Emai Wizard Tungsten Front Office Server Wizard WMI Wizard
File Access Wizard Tungsten Import Connector Wizard

Ping Wizard Tungsten Reporting Wizard

POP Server Emai Wizard Tungsten TotalAgilty Wizard

SNMP MIB Wizard Tungsten Transformation Wizard

SQL Query Wizard Tungsten VRS Elite Wizard

Test Wizard Web Service Wizard

Web wizard

Tungsten Communication Server Wizard Windows Appiication Wizard
Tungsten Front Office Server MFP Wizard Windows Event Log Wizard

<

Advanced monitoring of Tungsten Capture based document capture.

Cancel

5 The main Tungsten Capture Wizard entry panel is displayed. Click Next.

@ Tungsten Capture Wizard _ o

TUNGSTEN
Welcome to the Tungsten Capture Wizard

Tungsten
Monitor™

Tungsten Capture™ Wizard

TUNGSTEN

Description
The Tungsten Capture Wizard tests document capture and data transform applications

s
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6 Confirm the Tungsten Capture environment and click Next.

i Tungsten Capture Wizard - O *

Select Capture Environment

TUNGSTEN

(®) Tungsten Capture Enterprise 11x

Description
Select the option that matches your environment

< Back Next > Cancel
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7  The Select Component panel is displayed. Review the next “Using the Tungsten Capture Wizard” section
for individual component detailed information.

l_ﬂ Tungsten Capture Wizard —

TUNGSTEN

Component

w [ € [f

B

B W [0 & L

Connectivity
Verify Capture Server network connectivity.

Platform
Verify Capture ability to process work

Database
Verify Capture database availability.

Capture Metrics
Verify Capture operating metrics.

Capture Licensin
Verify Capture license usage.

Remote Site
Verify Capture Remote Site availability, currency and usage.

Email Import
Verify Capture Email Import Connector availability and processing.

\web Service

Verify Capture Web Service Import Connector availability and processing.

Capture Analytics Platform
Verify KAFC platform ability to process work.

Description

Select the component to test.

Total Tests Completed: 0

=

Cancel
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Using the Tungsten Capture Wizard

The next sections will step through the options for each individual component of the Tungsten Capture Wizard.

Connectivity

Tungsten Capture platform machines available:

* License server(s) can be pinged

* Module servers (any host on which a module is running) can be pinged
* Database server can be pinged

= KCN Server can be pinged

1 Select the Connectivity component.

i Tungsten Capture Wizard - O X

TunGsTEN IR . .
%g! Connectivity
Select what to test:

License Server connectivity v

Host Name:

Description
Verify Capture Server network connectivity.

< Back Next > Cancel

2  Select the appropriate test from the Select what to test drop down selection box

3  Enter the Host Name of the target server. Click Next.
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Iﬂ Tungsten Capture Wizard

RSNy g =" [ Test Definition
-

Resource Name:

Connectivity

Test Description:

Check License Server connectivity at kx-111-01 ‘
Expected Response:

OK

¥ Run Test |zl Add Test Timeout 6012 Second(s)

[] Tum On Debug Messages

Description
Define, Run and Add your Test.
You can define mutltiple Tests, and specify the Resource associated with your Test.

<Back Cancel

Select Run Test to verify the test will run successfully.

() Test Result: Passed

The Test returned the following result:

Ping Test OK

] wrap Show HTML

5 Close the test result window. Select Add Test to create the test in the new Tungsten Monitor
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Tungsten Capture Wizard *

o Test created successfully.

6 Click OK

7 To add more tests for this same connectivity component, select Back, and repeat steps 1-6 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

TA Tungsten Capture Wizard - O X

TUNGSTEN ]
%/ Next Steps

ﬁ Add more Tests

J Wizard Complete

Description
Total Tests Completed: 0

< Back Cancel

8 Select Add more Tests to return to the component selection panel.
Use this same flow to verify and add individual test for each component.

9  When all Tungsten Capture Wizard components are completed, select Next.
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@ Tungsten Capture Wizard — O X

TUNGSTEN
Tungsten| Capture Wizard Completed Successfully

Description
Tungsten Capture Wizard is Complete.

< Back Finish Cancel

10 Select Finish to complete the Tungsten Capture Wizard.

The remaining input settings for each Tungsten Capture Wizard component are reviewed in their respective
sections.

Using the Tungsten Monitor Wizards Page 42 of 170



Platform

Tungsten Capture platform available to process work:

= License server is responding to license requests

= SNMP is returning MIB counter values for Tungsten Capture

= File folder cache file path is accessible (Local or UNC Path to directory)
* Replication file path is accessible (Local or UNC Path to directory)

= KCNS web server is serving web pages

* Check Tungsten Capture Services

= KCN Service is functioning

* Log files size is too large (Local or UNC Path to files)

= Free disk space is too low

Free Disk Spaceis Too Low

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Check Tungsten Capture Services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the desired Windows Service. Default values for Tungsten
Services are prefilled.
Log files size is too large (Local or UNC Path to files)

Input parameters

Path: Browse or enter the file path (UNC share or local file path). Use the wildcard err*.* to check size of all error
log files.

Optional Server Name: Reserved for future use, do not enter the server name.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value.

File folder cache file path is accessible (Local or UNC Path to directory)
Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Path: Browse or enter the file path (UNC share or local file path).
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Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCN Service is functioning

Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Configuration File (ACConfig.xml): Browse or enter the file path (UNC share or local file path) to the
ACConfig.xml configuration file.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value.

KCNS web server is serving web pages

Input parameters

URL: Enter the URL for the KCN or ACI web server, default format is http:/ /<server name>/acis. Replace the
<server name> with the web server name.

Response: Default response for the KCNS web page.

License server is responding to license requests

Input parameters

Configuration File (ACConfig.xml): Browse or enter the file path (UNC share or local file path) to the
ACConfig.xml configuration file.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Replication file path is accessible (Local or UNC Path to directory)

Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Path: Browse or enter the file path (UNC share or local file path).

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

SNMP is returning MIB counter values for Tungsten Capture

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.
Object Identifier (OID): Enter the MIB OID for Tungsten Capture Enterprise, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.

Community: Enter the community string used to authenticate SNMP packets, default is “public”.
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Database

Database available:

» Tungsten Capture Database is responding to query (If using Tungsten Standard Database, use preexisting
ODBC System DSN and credentials)

= Check database services are running (For Databases on Windows OS)

Tungsten Capture Database is responding to query

Input parameters

Database Settings: If using the Tungsten Standard Database, select the
“TungstenCaptureStandardDB_<HostName>" for the ODBC DSN Name and the proper credentials information
for the Tungsten Capture Database.

If you are not using the Tungsten Standard Database, enter the correct ODBC DSN Name and authentication
information for the Tungsten Capture Database.

Use Impersonation: Check if using windows impersonation and not using SQL authentication.

Check database services are running (on Windows)

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The account should have local
administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the Database Service.
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Capture Metrics

Operational throughput and exceptions:

* Queue counts are too low or too high

= Batch count for overall system is too high

= Batch time in system is too long

* Un-attended modules are processing work too slowly

* Applications are processing work too slowly

* KCN Server Queue count with “in progress’ status is too high

Applications are processing work too slowly

Input parameters
Host Name: Select the network path for the ACConfig.xml file, then select the desired SNMP host name.

Object Identifier (OID): Enter the MIB OID for Tungsten Capture Enterprise, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.

Community: Enter the community string used to authenticate SNMP packets, default is “public”.

Time Period: Number of hours to use for calculating the batch processing rate per hour.

Threshold: Enter the appropriate threshold value(s). Note these thresholds are prefilled by reading baseline xml
files - see “Configuring Baseline Tungsten Monitor Capture Metrics Thresholds” section for more information.
Batch count for overall system is too high

Input parameters

Database Settings: Enter or select the Database Provider (for the Tungsten Capture database), ODBC DSN Name
and SQL authentication information.

Site Name: Select or enter the Tungsten Capture Site Name.

Host Name: Enter the Host Name or IP Address of the target computer.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.

Community: Enter the community string used to authenticate SNMP packets, default is “public”.

System Batch Count: Enter the maximum threshold value for total batches at the Tungsten server.

Batch Class Options: If Batch Class Options are selected, complete the Batch Class and Batch Priority selections.

If Batch Field Names are selected, verify the batches are stored in database option by selecting Verify...(Only for
SQL Server)

Click to verify the configuration setting in the ACConfig.xml file
Select the network path for the ACConfig.xml file
Confirmation message if configuration option is correct

Select the desired Batch Field Name and Values
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Batch time in system is too long

Input parameters

Database Settings: Enter or select the Database Provider (for the Tungsten Capture database), ODBC DSN Name
and SQL authentication information.

Site Name: Select or enter the Tungsten Capture Site Name.

Ignore These Batch Name Formats: (Optional) Enter the pattern for a batch name to ignore the batch for the
“Batch time in system too long” test. For example, if the batch names are “batch1”, batch2, and batch3, enter
“batch” to ignore any batch with the “batchx” pattern. Multiple batch name formats are allowed by entering each
individual batch name format on a separate line. Select 'Not' to include the entered batch name formats for the
test and ignore other batch name formats.

Batch Class Options: If selected, follow the steps as noted in ‘Batch count for overall system is too high” test.
Threshold: Enter the appropriate threshold value (in minutes) indicating how long a batch can be in the
Tungsten system.

Queue counts are too low or too high

Input parameters

Database Settings: Enter or select the Database Provider (for the Tungsten Capture database), ODBC DSN Name
and SQL authentication information.

Site Name: Select or enter the Tungsten Capture Site Name.

Batch Class Options: If selected, follow the steps as noted in ‘Batch count for overall system is too high” test.

Host Name: Enter the Host Name or IP Address of the target computer.
Object Identifier (OID): Enter the MIB OID for Tungsten Capture Enterprise, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.

Community: Enter the community string used to authenticate SNMP packets, default is “public”.

Threshold: Enter the appropriate threshold value(s). Note these thresholds are prefilled by reading baseline xml
files - see “Configuring Baseline Tungsten Monitor Capture Metrics Thresholds” section for more information.
Unattended modules are processing work too slowly

Input parameters
Host Name: Select the network path for the ACConfig.xml file, then select the desired SNMP host name.

Object Identifier (OID): Enter the MIB OID for Tungsten Capture Enterprise, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.
Community: Enter the community string used to authenticate SNMP packets, default is “public”.

Threshold: Enter the appropriate threshold value(s). Note these thresholds are prefilled by reading baseline xml
files - see “Configuring Baseline Tungsten Monitor Capture Metrics Thresholds” section for more information.
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KCN Server Queue count with ‘in progress’ status is too high

Input parameters

Database Settings: Enter or select the Database Provider (for the Tungsten Capture database), ODBC DSN Name
and SQL authentication information.

Site Name: Select or enter the Tungsten Capture Site Name.
Batch Class Options: If selected, follow the steps as noted in “Batch count for overall system is too high’ test.

Threshold: Enter the appropriate threshold value (in minutes) indicating how long a batch can have status of “ in
progress’ state.
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Capture Licensing

License usage:

* Volume licenses available page count is too low
= Number of station licenses in use is too high
= Backup License Server is available

Volume licenses available page count is too low
Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Threshold: Enter the appropriate threshold value for each volume license type

Number of stations in use is too high
Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Threshold: Enter the appropriate threshold value for each station license type

Backup license server is available

Input parameters

Host Name: Enter the Host Name or IP Address of the backup license server.

Using the Tungsten Monitor Wizards Page 49 of 170



Remote Site

Remote Site Availability, Currency and Processing;:

= Remote Site can be pinged

= Remote site has checked in near the time it was expected based on the synchronization settings (If using
Tungsten Standard Database, use preexisting ODBC System DSN and credentials)

= Remote site has successfully downloaded batch classes within the configured polling interval (If using
Tungsten Standard Database, use preexisting ODBC System DSN and credentials)

= Remote Site Batch count is too high

Remote Site can be pinged

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Remote site checks in based on the synchronization settings

Input parameters

Database Settings: Enter or select the Database Provider (for the Tungsten Capture database), ODBC DSN Name
and SQL authentication information.

Site Name: Select or enter the Tungsten Capture Site Name.

Remote site has successfully downloaded batch classes within the configured polling interval

Input parameters

Database Settings: Enter or select the Database Provider (for the Tungsten Capture database), ODBC DSN Name
and SQL authentication information.

Site Name: Select or enter the Tungsten Capture Site Name.

Remote Site batch count for overall system is too high

Input parameters

Database Settings: Enter or select the Database Provider (for the Tungsten Capture database), ODBC DSN Name
and SQL authentication information.

Site Name: Select or enter the Tungsten Capture Site Name.

Batch Class Option: Select if using Batch Class Filtering. If selected, the test will not use SNMP protocol and will
use the ODBC database connection. Batch Class Filtering is not available with SNMP protocol.

Host Name: Enter the Host Name or IP Address of the target computer.
Object Identifier (OID): Enter the MIB OID for Tungsten Capture Enterprise, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.
Community: Enter the community string used to authenticate SNMP packets, default is “public”.
System Batch Count: Enter the maximum threshold value for total batches for the remote site.

Batch Class Options: If Batch Class Options are selected, complete the Batch Class and Batch Priority selections.
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If Batch Field Names are selected, verify the batches are stored in database option by selecting Verify...(Only for
SQL Server)

Click to verify the configuration setting in the ACConfig.xml file
Select the network path for the ACConfig.xml file
Confirmation message if configuration option is correct

Select the desired Batch Field Name and Values
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Email Import Connector

Email server availability, currency, and processing:

* Ping Email server
* Import Connector Email Service is running
= Check Mail Box for number of items

Ping Email server

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Import Connector Email Service is running

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the desired Windows Service. Default values for Tungsten
Services are prefilled.
Check Mail Box for number of items

Input parameters

IMAP Mail Server: Enter the Host Name or IP Address of the IMAP v4 Mail Server, such as the exchange server.
If using a nonstandard port (143 is default), use the format “my.mailserver.com:234”

Credentials: Enter the authentication information for the email mailbox.

Mail Folder: Select the appropriate mail folder used by the Web Service Import Connector. The mail folder is
required to count the number of mail items.

Threshold: Enter the appropriate threshold value.

Use SSL: Check if using SSL connection. Indicated the proper SSL port number on the IMAP Mail Server.
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Web Services Import Connector

Web Service availability, currency, and processing:

= Ping Web Service Server

* Import Connector Web Services is responding
* Import Connector Web Services is running

* Number of XML error files in \ Error directory

Ping Web Service server

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Import Connector Web Service is responding

Input parameters

Configuration File (SrvConfig.xml): Browse or enter the file path (UNC share or local file path) to the
SrvConfig.xml configuration file.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value.

Import Connector Web Service is running

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the Import Connector Web Service. Default values for
Tungsten Services are prefilled.

Number of XML error files in \Error directory

Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Path: Browse or enter the file path (UNC share or local file path). Use the wildcard err*.* to check size of all error
log files.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value.
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Capture Analytics Platform (KAFC)

KAFC platform available to process work:

* Event Listener Login

* Event Listener Processing

* Event Listener Error Log

= Event Listener Job Queue Latency
* Workflow Agent Error Log

* Data Service Available

* Databases Available

* Database Synchronization

* Insight Platform Services

* Insight Failed Execution Plans
* Insight Logs

* Insight Dashboard Login

Check Event Listener Login

Input parameters

Server: Enter the Host Name or IP Address and port of the target computer running the KAFC event listener.

Credentials: Enter the KAFC windows authentication information for the target computer running the KAFC
event listener.

Use SSL (optional): Check if using SSL connection.

Check Event Listener Processing Currency
Input parameters
Server: Enter the Host Name or IP Address of the target server running the KAFC event listener.

Database Settings: Enter or select the Database Provider for the KAFC staging database, ODBC DSN Name,
Schema name (optional if Oracle database), and database authentication information.

Threshold: Enter or select the appropriate threshold value.

Check Event Listener Error Log Error Count
Input parameters
Server: Enter the Host Name or IP Address of the target computer running the KAFC event listener.

Path: Browse or enter the file path (UNC share or local file path). The KAFC Event Listener Error Log default
local path is the C:\ Temp directory on the IS server running the event listener.

Check errors logged within the last: Select or enter the appropriate number of minutes.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Select or enter the appropriate threshold value for the number of errors in the log file.
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Check Event Listener Job Queue Latency

Input parameters
Server: Enter the Host Name or IP Address of the target computer running the KAFC event listener.

Database Settings: Enter or select the Database Provider for the KAFC staging database, ODBC DSN Name,
Schema name (optional if Oracle database), and database authentication information.

Threshold: Enter or select the appropriate threshold value.

Check Workflow Agent Error Log Error Count

Input parameters
Server: Enter the Host Name or IP Address of the target computer running the KAFC event listener.

Path: Browse or enter the file path (UNC share or local file path). The KAFC Workflow Agent Error Log default
local path is the C:\ ProgramData\ Kofax\ CaptureSV\ Logs\ KofaxAnalytics directory on the KC /KTM server.

Check errors logged within the last: Select or enter the appropriate number of minutes.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Select or enter the appropriate threshold value for the number of errors in the log file.

Check Data Service Available

Input parameters

Server: Enter the Host Name or IP Address and port of the target computer running the KAFC event listener.

Credentials: Enter the KAFC authentication information for the target computer running the KAFC event
listener. The account should be a KAFC Insight authorized user.

Use SSL (optional): Check if using SSL connection.

Check KAFC Admin Database

Input parameters

Database Settings: Enter or select the Database Provider for the KAFC admin database, ODBC DSN Name and
database authentication information.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Check KAFC Data Database

Input parameters

Database Settings: Enter or select the Database Provider for the KAFC data database, ODBC DSN Name and
database authentication information.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Check KAFC Meta Database

Input parameters

Database Settings: Enter or select the Database Provider for the KAFC meta database, ODBC DSN Name and
database authentication information.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.
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Check KAFC Staging Database

Input parameters

Database Settings: Enter or select the Database Provider for the KAFC staging database, ODBC DSN Name and
database authentication information.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Check KAFC Database Synchronization

Input parameters
Server: Enter the Host Name or IP Address of the target server running the KAFC event listener.

Database Settings: Enter or select the Database Provider for the indicated database, ODBC DSN Name, Schema
name (optional if KAFC is using Oracle database), and database authentication information.

Name: Enter the individual database name for the KC database, KAFC staging database, and KAFC data
database.

Threshold: Select or enter the appropriate threshold value for the synchronization difference.

Check Insight Platform Services

Input parameters

Computer Name: Enter the Host Name or IP Address of the Insight server.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the desired Windows Service. Default values for KAFC
Services are prefilled.

Check Insight Failed Execution Plans
Input parameters
Server: Enter the Host Name or IP Address of the Insight server.

Database Settings: Enter or select the Database Provider for the KAFC Data database, ODBC DSN Name,
Schema name (optional if Oracle database), and database authentication information.

Name: Enter the database name for the KAFC Data database.

Threshold: Select or enter the appropriate threshold value for the synchronization difference.

Check Insight Log Files Error Count
Input parameters
Server: Enter the Host Name or IP Address of the Insight server.

Path: Browse or enter the file path (UNC share or local file path). The KAFC Insight Log default local path is the
C:\Temp\Insight_X.Y.Z directory on the KAFC Insight server where X.Y.Z is the Insight version and release
number.

Check errors logged within the last: Select or enter the appropriate number of minutes.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Select or enter the appropriate threshold value for the number of errors in the log file.
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Check Insight Dashboard Login

Input parameters

Server: Enter the Host Name or IP Address and port of the Insight server.

Credentials: Enter the KAFC Insight authentication information for the target computer running the KAFC event
listener. The account should be a KAFC Insight authorized user.

Use SSL (optional): Check if using SSL connection.

KAFC 2.0 or above: Check if using KAFC 2.0 or above.
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Updating Tungsten Capture or Tungsten Transformation Test Thresholds

Once a Tungsten Monitor has been created the capture metric or transformation modules test thresholds can be
updated using the Tungsten Monitor Admin Console. The threshold data is kept in the POST data field of the
individual test URL. Note: Metric evaluations override test threshold evaluations.

Example for capture metrics test thresholds:

1 To update the thresholds for the test checking attended applications processing, select the test in the left
pane of the Tungsten Monitor Admin Console:

_apkure Metrics

----- 'E:' Check atkended Modules Batch Processing Time

----- @ _heck Unattended Modules Batch Processing Time

:E} iheck Batch Processing Time |

----- @ Check Individual Queue Counts

----- @ Check Total System Batch Count - Bakch Field Mame ELCID

----- @ Check Total System Batch Count - Al Batch Classes

o |

2  Then select the edit button for the POST data filed on the general tab in the right pane of the Tungsten
Monitor Admin Console.

.Tesl: | Check Batch Processing Time

[ Gerera |cmwm| EnnrsIRapms| m&mﬂ|mﬁmaup| Schedhes |
Test Settings
Description:
|Check Batch Processing Time

m: F
[http:i,ﬂc-cal'mtj‘ne'.'eieTe-stsﬂcﬂfax,l'cheth-atchTtm.a&px’TrmM-&MﬁQL-«nfax_ﬁQLCheckBmdﬂm.MSN-KCMHD-E-KEM _p-l

POST Data:
BatchTime=14408dgnore 1 =&hiot=8Metric=Kof 2o KC. Server BatchigeCount 5 sNanme=i0-90-001 ¥ I

HTTP Headers:

|

Response:

3 ="
Response Timeout (seconds):

Jeo =
Credentials:

[ [one) =] ]
Test Mumber / Run Order:

200, 3

Edit the values as appropriate and click OK
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x
¥alue
] 1440
[ Ignarel
r hlak
r Metric Kofax. ki, 3erver BatchageCount
r Sitehame K%-90-001
#* r
J— Toggle Encade a4 Cancel |
4

Using the Tungsten Monitor Wizards

Page 59 of 170



Configuring Baseline Tungsten Monitor Capture Metrics Test Base Thresholds

There are 3 configuration files that can be optionally modified for setting baseline Capture Metrics thresholds.
These files are read by the Tungsten Monitor Wizard to display the initial threshold values for the specific
Capture Metric test. Once the Capture Metric component test is created by the Tungsten Monitor wizard, use the
Tungsten Monitor Admin Console to change the threshold value.

Note: The initial settings include entries for the installed KCE modules except for custom queues with KCE 10.0 /
11.0 / 11.1 (QueueConfig.xml). While the SNMP OIDs for the standard modules are fixed, the OIDs for custom
modules are dependent on the order in which there were installed. The OIDs all have this pattern:
1.3.6.1.4.1.21812.3.1.1.1.2.2.2.1.5.n where n is the primary key in the Processes table. The OIDs for custom
modules can be obtained by walking the SNMP Queue Table using a MIB Browser. Then update the
QueueConfig.xml or created “Check Individual Queue Counts” test as appropriate.

The files are located in the

C:\ Program Files\ ReveilleSoftware\ Reveille\ Web\ ReveilleTests\ Kofax directory for a default installation. The
files are:

* ApplicationConfig.xml
* ModuleConfig.xml
* QueueConfig.xml

ApplicationConfig.xml

This file is used by the Check Attended Applications Batch Processing Time test.

Application Configuration File

This .xml file contains the Tungsten site list with attended module names and individual processing thresholds.
The SiteID and expected batch throughput per hour (KM 7.x/8 - batchtimekpi) value for each attended module
should be updated as appropriate. The Check Attended Applications Batch Processing Time test will error if:

KM 7.x/8 - the actual batch throughput per time period is below the threshold batch throughput per time period
for a module.

File Contents
<Tungsten>
<site>
<siteID>1</siteID>

<module>
<name>Verification</name>
<batchperhourkpi>0</batchperhourkpi>
<batchtimekpi>1l</batchtimekpi>

</module>

<module>
<name>Quality Control</name>
<batchperhourkpi>0</batchperhourkpi>
<batchtimekpi>1l</batchtimekpi>

</module>

<module>
<name>Validation</name>
<batchperhourkpi>0</batchperhourkpi>
<batchtimekpi>1l</batchtimekpi>

</module>

<module>
<name>Scan</name>
<batchperhourkpi>0</batchperhourkpi>
<batchtimekpi>1l</batchtimekpi>

</module>

</site>
</Tungsten>
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ModuleConfig.xml

This file is used by the Check Unattended Modules Batch Processing Time test.

Module Configuration File

This .xml file contains Tungsten unattended module names and individual processing thresholds. The expected
average processing time for a batch in seconds or expected batch throughput per hour ( KM 7.x/8- batchtimekpi)
value for each unattended module should be updated as appropriate. The Check Unattended Modules Batch
Processing Time test will error if the actual average batch processing time is above the threshold average batch
processing time for a module.

KM 7.x/8 - the actual batch throughput per time period is below the threshold batch throughput per time period
for a module.

File Contents
<Tungsten>

<module>
<name>Export</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1</batchtimekpi>

</module>

<module>
<name>KCN Server</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1</batchtimekpi>

</module>

<module>
<name>KCN Service</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1</batchtimekpi>

</module>

<module>
<name>Recognition Server</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1</batchtimekpi>

</module>

<module>
<name>OCR Full Text</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1l</batchtimekpi>

</module>

<module>
<name>PDF Generator</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1l</batchtimekpi>

</module>

<module>
<name>Scripted Export</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1</batchtimekpi>

</module>

<module>
<name>Xtrata Server</name>
<averagetimekpi>l</averagetimekpi>
<batchtimekpi>1l</batchtimekpi>

</module>

</Tungsten>

QueueConfig.xml

This file is used by the Check Individual Queue Counts test.

Queue Configuration File

This .xml file contains contain the Tungsten module name list, SNMP MIB OID number, and individual
processing thresholds. The expected low and high queue thresholds for batches waiting for processing
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(lowqueue & highqueue) values for each module should be updated as appropriate. The Check Individual
Queue Counts test will error if the waiting batch queue level for a module is not within the threshold low and

high batch queue level range.

File Contents
<Tungsten>

<module>
<name>Scan</name>

<oid>1.3.6.1.4.1.21812.3.1.1.1.2.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>

<name>Quality Control</name>
<o0id>1.3.6.1.4.1.21812.3.1.1.1.2.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>

<name>Recognition Server</name>
<0id>1.3.6.1.4.1.21812.3.1.1.1.2.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>
<name>Validation</name>

<0id>1.3.6.1.4.1.21812.3.1.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>
<name>Verification</name>

<oid>1.3.6.1.4.1.21812.3.1.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>
<name>OCR Full Text</name>

<oid>1.3.6.1.4.1.21812.3.1.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>
<name>Release</name>

<0id>1.3.6.1.4.1.21812.3.1.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>
<name>Batch Manager</name>

<0id>1.3.6.1.4.1.21812.3.1.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>
<name>PDF Generator</name>

<0id>1.3.6.1.4.1.21812.3.1.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>
<module>
<name>KCN Server</name>

<0id>1.3.6.1.4.1.21812.3.1.

<lowqueue>0</lowqueue>
<highqueue>100</highqueue>
</module>

</Tungsten>
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Using the Tungsten Transformation Wizard

The next sections will step through the options for each individual component of the Tungsten Transformation
Wizard.

Connectivity

KTM platform machines available:

a A W N B =

)]

10

Platform

KTM Module servers (any host on which a module is running) can be pinged
KTM Statistics Database server can be pinged

Select the Connectivity component.

Select the appropriate test from the Select what to test drop down selection box
Enter the Host Name of the target server. Click Next.

Select Run Test to verify the test will run successfully.

Close the test result window. Select Add Test to create the test in the new Tungsten Transformation
Modules Monitor.

Click OK

To add more tests for this same connectivity component, select Back, and repeat steps 1-6 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

Select Add more Tests to return to the component selection panel. Use this same flow to verify and add
individual test for each component.

When all Tungsten Transformation Modules Wizard components are completed, select Next.

Select Finish to complete the Tungsten Transformation Modules Wizard. The remaining input settings for
each Tungsten Transformation Modules Wizard component are reviewed in their respective sections.

KTM platform available to process work:

Check KTM Services

Check KTM Windows Event Log messages

KTM Log files size is too large (Local or UNC Path to files)
KTM Search Daily Log File

KTM Server Free disk space is too low

KTM Server Free Disk Space is too low

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive:

Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Check

KTM Services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.
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Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the desired Windows Service. Default values for KTM
Services are prefilled.

KTM Log files size is too large (Local or UNC Path to files)

Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Path: Browse or enter the file path (UNC share or local file path). Use the wildcard ktm*.* to check size of all
error log files (KTM 4.0).

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value.

KTM Search Daily Log File (local or UNC path to file directory)
Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Path: Browse or enter the file path (UNC share or local file path) for the KTM daily error log file.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Search for: Enter a search string using simple text or a search string using regular expressions.
Filter by records older than: Select a search range by time in minutes.

Maximum number of errors: Select the maximum number of search string matches to return. -1 (default)
indicates an unlimited number of search string matches.

Check if using KTM 6.1.1 or KTM 6.2.1 or above: Check only if using KIM level 6.1.1 or 6.2.1 or above.

KTM Windows Event Log messages

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Source Name: Enter or select the source name of the log entry
Event ID: Enter the Event ID to be tested. If not known, leave blank.
Event Type: Select the type of event you want tested.

Match Keywords in the Event Log: If selected, then at least one of the keywords entered must match the Event
Log message to be successful. If you do not select Match Keywords in the Event Log, then none of the entered
keywords should match to be successful. (Optional)

Keyword 1, Keyword 2, and Keyword 3: Enter the keywords to match to the Event Log message. (Optional)

Retrieve messages logged within the: Enter an appropriate number of seconds.
Tungsten Monitor retrieves only those logs generated from zero seconds to the selected number of seconds.
You need to enter the number of seconds best fitting the events you are testing.
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Database

KTM Statistics database available:

= KTM Statistics Database is responding to query (Create ODBC System DSN and credentials on KM Server)
= Check KTM statistics database services are running (For SQL Server Databases on Windows OS)

KTM Statistics Database is responding to query

Input parameters
Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for

the KTM Statistics Database.
Check KTM statistics database services are running (SQL Server on Windows)

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The account should have local
administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the Database Service.
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Transformation Metrics

Operational throughput and exceptions:
=  KTM Queue counts are too low or too high
= KTM Field Accuracy is too high (rejection/incorrect) or to low (correct)
* KTM Unattended modules are processing work too slowly

*= KTM Applications are processing work too slowly

KTM Applications are processing work too slowly

Input parameters
Host Name: Select the network path for the ACConfig.xml file, then select the desired SNMP host name.

Object Identifier (OID): Enter the MIB OID for Tungsten Capture Enterprise, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.
Community: Enter the community string used to authenticate SNMP packets, default is “public”.
Time Period: Number of hours to use for calculating the batch processing rate per hour.

Threshold: Enter the appropriate threshold value(s). Note these thresholds are prefilled by reading baseline xml
files - see “Configuring Baseline Tungsten Transformation Module Metrics Thresholds” section for more
information.

KTM Queue counts are too low or too high

Input parameters

Database Settings: Enter or select the Database Provider (for the Tungsten Capture database), ODBC DSN Name
and SQL authentication information.

Site Name: Select or enter the Tungsten Capture Site Name.

Host Name: Enter the Host Name or IP Address of the target computer.
Object Identifier (OID): Enter the MIB OID for Tungsten Capture Enterprise, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.
Community: Enter the community string used to authenticate SNMP packets, default is “public”.

Threshold: Enter the appropriate threshold value(s). Note these thresholds are prefilled by reading baseline xml
files - see “Configuring Baseline Tungsten Transformation Module Metrics Thresholds” section for more
information.

Batch Class Options: If Batch Class Options are selected, complete the Batch Class and Batch Priority selections.

If Batch Field Names are selected, verify the batches are stored in database option by selecting Verify...(Only for
SQL Server)

Click to verify the configuration setting in the ACConfig.xml file

Select the network path for the ACConfig.xml file
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Confirmation message if configuration option is correct

Select the desired Batch Field Name and Values

KTM Unattended modules are processing work too slowly

Input parameters
Host Name: Select the network path for the ACConfig.xml file, then select the desired SNMP host name.

Object Identifier (OID): Enter the MIB OID for Tungsten Capture Enterprise, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.
Community: Enter the community string used to authenticate SNMP packets, default is “public”.
Time Period: Number of hours to use for calculating the batch processing rate per hour.

Threshold: Enter the appropriate threshold value(s). Note these thresholds are prefilled by reading baseline xml
files - see “Configuring Baseline Tungsten Transformation Module Metrics Thresholds” section for more
information.

KTM Field Accuracy percentages are too high or too low

Input parameters

Database Settings: Enter or select the Database Provider (for the KTM Statistics database), ODBC DSN Name
and SQL authentication information.

Group Labels: Select the Group Label containing the index field names to test.

Index Field Thresholds: Enter desired % for each column type. Each column type (Correct, Incorrect, Rejection)
is pre-filled with current actual %'s.

Hide index Fields with no data: Check to remove index fields with no current processing statistics from the test
(default).
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Real-Time Transformation Interface

RTTTI available to process work:
= Check RTTI event log messages
* Check RTTI web access
= Check RTTI request count
* Check RTTI requests executing
* Check RTTI failure count
= Check RTTI request execution time of last request
* Check RTTI average request duration
* Check RTTI average request duration for the last minute
= Check RTTI worker processes
= Check RTTI worker processes available

* Check Mobile ID Capture web service

Check RTTI event log messages

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Source Name: Enter the source name of the log entry
Event ID: Enter the Event ID to be tested. If not known, leave blank.
Event Type: Select the type of event you want tested.

Match Keywords in the Event Log: If selected, then at least one of the keywords entered must match the Event
Log message to be successful. If you do not select Match Keywords in the Event Log, then none of the entered
keywords should match to be successful. (Optional)

Keyword 1, Keyword 2, and Keyword 3: Enter the keywords to match to the Event Log message. (Optional)

Retrieve messages logged within the: Enter an appropriate number of seconds.
Tungsten Monitor retrieves only those logs generated from zero seconds to the selected number of seconds.
You need to enter the number of seconds best fitting the events you are testing.

Check RTTI web access

Input parameters

URL: Enter the URL for the RTTI web server, the default format is http:/ / <server name>/MobileSDK. Replace
the <server name> with the RTTI web server name.

Response: The RTTI web server default text response.

Check RTTI request count
Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.
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Threshold Minimum Value: Enter the appropriate minimum threshold value.
Threshold Maximum Value: Enter the appropriate maximum threshold value.

Sample Rate: Select the number of seconds to sample the RTTI performance counter. The Test result is a
Windows calculated value over the sample period. The default sample interval is 1 second, the maximum sample
interval is 60 seconds.

Check RTTI requests executing

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold Minimum Value: Enter the appropriate minimum threshold value.
Threshold Maximum Value: Enter the appropriate maximum threshold value.

Sample Rate: Select the number of seconds to sample the RTTI performance counter. The Test result is a
Windows calculated value over the sample period. The default sample interval is 1 second, the maximum sample
interval is 60 seconds.

Check RTTI failure count

Input parameters

Host Name: Enter the Host Name or I Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold Maximum Value: Enter the appropriate maximum threshold value.

Sample Rate: Select the number of seconds to sample the RTTI performance counter. The Test result is a
Windows calculated value over the sample period. The default sample interval is 1 second, the maximum sample
interval is 60 seconds.

Check RTTI request execution time of last request

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold Maximum Value: Enter the appropriate maximum threshold value. The default is 5000 milliseconds.

Sample Rate: Select the number of seconds to sample the RTTI performance counter. The Test result is a
Windows calculated value over the sample period. The default sample interval is 1 second, the maximum sample
interval is 60 seconds.

Check RTTI average request duration

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.
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Threshold Maximum Value: Enter the appropriate maximum threshold value. The default is 5000 milliseconds.

Sample Rate: Select the number of seconds to sample the RTTI performance counter. The Test result is a
Windows calculated value over the sample period. The default sample interval is 1 second, the maximum sample
interval is 60 seconds.

Check RTTI average request duration for the last minute

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold Maximum Value: Enter the appropriate maximum threshold value. The default is 5000 milliseconds.

Sample Rate: Select the number of seconds to sample the RTTI performance counter. The Test result is a
Windows calculated value over the sample period. The default sample interval is 1 second, the maximum sample
interval is 60 seconds.

Check RTTI worker processes
Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold Minimum Value: Enter the appropriate minimum threshold value.
Threshold Maximum Value: Enter the appropriate maximum threshold value.

Sample Rate: Select the number of seconds to sample the RTTI performance counter. The Test result is a
Windows calculated value over the sample period. The default sample interval is 1 second, the maximum sample
interval is 60 seconds.

Check RTTI worker processes available

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold Minimum Value: Enter the appropriate minimum threshold value.

Sample Rate: Select the number of seconds to sample the RTTI performance counter. The Test result is a
Windows calculated value over the sample period. The default sample interval is 1 second, the maximum sample
interval is 60 seconds.

Check Mobile ID Capture web service

Input parameters

URL: Enter the URL for the RTTI web server running Tungsten Mobile ID Capture application, The default
format is http:/ / <server name>/cssnservice/CardProcessor/CheckWebServiceHealth. Replace the <server
name> with the RTTI web server name.

Response: The RTTI web server running Tungsten Mobile ID Capture application default text response indicating
the Web Service is operating properly.
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Configuring Baseline Tungsten Transformation Modules Metrics Thresholds

There are 3 configuration files that can be optionally modified for setting baseline Transformation Metrics
thresholds. These files are read by the Tungsten Transformation Modules Wizard to display the initial threshold
values for the specific Transformation Metric test. Once the Transformation Metric component test is created by
the Tungsten Transformation Modules wizard, use the Tungsten Monitor Admin Console to change the threshold
value.

Note: The initial settings include entries for the installed KITM modules. While the SNMP OIDs for the standard
modules are fixed, the OIDs for custom modules such as KTM are dependent on the order in which there were
installed. The OIDs all have this pattern: 1.3.6.1.4.1.21812.3.1.1.1.2.2.2.1.5.n where n is the primary key in the
Processes table. The OIDs for custom modules are obtained by walking the SNMP Queue Table using a MIB
Browser (The KTM Wizard does this).

The files are located in the C:\ Program Files\ ReveilleSoftware\ Reveille\ Web\ ReveilleTests\ Kofax directory for
a default installation. The files are:

= KTMApplicationConfig.xml
= KTMModuleConfig.xml
* KTMQueueConfig.xml

KTMApplicationConfig.xml

This file is used by the Check KTM Attended Applications Batch Processing Time test.

KTM Application Configuration File

This .xml file contains the KTM attended module names and individual processing thresholds. The SiteID and
expected batch throughput per hour (KM 5.x - batchperhourkpi, KM 6.x/7.x/8.x - batchtimekpi) value for each
attended module should be updated as appropriate. The Check KTM Attended Applications Batch Processing
Time test will error if the actual batch throughput per hour is below the threshold batch throughput per hour for
a module.

KM 5.x - the actual batch throughput per hour is below the threshold batch throughput per hour for a module.

KM 6.x/7.x/8.x - the actual batch throughput per time period is below the threshold batch throughput per time
period for a module.

File Contents (From KM 5.x and KM 6.0, KM 6.5, KM 6.7.0, KM 7.x, and KM 8.x include KTM Validation 1 -5
Queues)
<Tungsten>
<site>
<siteID>1</siteID>
<module>
<name>KTM Verification</name>
<batchperhourkpi>0</batchperhourkpi>
<batchtimekpi>1</batchtimekpi>
</module>
<module>
<name>KTM Document Review</name>
<batchperhourkpi>0</batchperhourkpi>
<batchtimekpi>1l</batchtimekpi>
</module>
<module>
<name>KTM Validation</name>
<batchperhourkpi>0</batchperhourkpi>
<batchtimekpi>1l</batchtimekpi>
</module>
<module>
<name>KTM Correction</name>
<batchperhourkpi>0</batchperhourkpi>
<batchtimekpi>1l</batchtimekpi>
</module>
</site>
</Tungsten>
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KTMModuleConfig.xml

This file is used by the Check KTM Unattended Modules Batch Processing Time test.

KTM Module Configuration File

This .xml file contains KTM unattended module names and individual processing thresholds. The expected
average processing time for a batch in seconds (KM 5.x - averagetimekpi) or expected batch throughput per hour
(KM 6.x/7.x/8.x- batchtimekpi) value for each unattended module should be updated as appropriate. The
Check KTM Unattended Modules Batch Processing Time test will error if the actual average batch processing
time is above the threshold average batch processing time for a module.

KM 5.x - the actual processing time for a batch is above the threshold batch processing time per second for a
module.

KM 6.x/7.x/8.x - the actual batch throughput per time period is below the threshold batch throughput per time
period for a module.

File Contents (From KM 5.x and KM 6.0, KM 6.5, KM 6.7.0, KM 7.x, and KM 8.x include KTM Server2)
<Tungsten>
<module>
<name>KTM Server</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1</batchtimekpi>
</module>
<module>
<name>KTM KB Learning Server</name>
<averagetimekpi>1l</averagetimekpi>
<batchtimekpi>1</batchtimekpi>
</module>
</Tungsten>

KTMQueueConfig.xml

This file is used by the Check KTM Individual Queue Counts test.

KTM Queue Configuration File

This .xml file contains contain the KIM module name list and individual processing thresholds. The expected
low and high queue thresholds for batches waiting for processing (lowqueue & highqueue) values for each
module should be updated as appropriate. The Check KTM Individual Queue Counts test will error if the
waiting batch queue level for a module is not within the threshold low and high batch queue level range.

File Contents (From KM 5.x and KM 6.0, KM 6.5, KM 6.7.0, KM 7.x, KM 8.x include KTM Validation 1 -5

Queues)
<Tungsten>

<module>
<name>KTM Server</name>
<lowqueue>0</lowqueue>
<highqueue>100</highqueue>

</module>

<module>
<name>KTM KB Learning Server</name>
<lowqueue>0</lowqueue>
<highqueue>100</highqueue>

</module>

<module>
<name>KTM Validation</name>
<lowqueue>0</lowqueue>
<highqueue>100</highqueue>

</module>

<module>
<name>KTM Document Review</name>
<lowqueue>0</lowqueue>
<highqueue>100</highqueue>

</module>
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<module>
<name>KTM Correction</name>
<lowqueue>0</lowqueue>
<highqueue>100</highqueue>

</module>

<module>
<name>KTM Verification</name>
<lowqueue>0</lowqueue>
<highqueue>100</highqueue>

</module>

</Tungsten>
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Using the Tungsten TotalAgility Wizard

The following sections will step through the options for each individual component of the Tungsten Total Agility
Wizard.

Connectivity

Connectivity (KTA platform machines available)
=  KTA web servers available
= KTA application servers available
= KTA database servers available
= KTA transformation servers available
= Tungsten Search and Matching Server servers available
= Check Fax servers available
®  Check Email servers available
= Check Import folder servers available

Select the Connectivity component.
Select the appropriate test from the Select what to test drop down selection box
Enter the Host Name of the target server. Click Next.

Select Run Test to verify the test will run successfully.

a b W N BB

Close the test result window. Select Add Test to create the test in the new Tungsten TotalAgility
Monitor.

Click OK

»

7 To add more tests for this same connectivity component, select Back, and repeat steps 1-6 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

8 Select Add more Tests to return to the component selection panel. Use this same flow to verify and add
individual test for each component.

9  When all Tungsten Total Agility Wizard components are completed, select Next.

10 Select Finish to complete the Tungsten TotalAgility Wizard. The remaining input settings for each
Tungsten TotalAgility Wizard component are reviewed in their respective sections.
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Platform

KTA platform available to process work:
= Check KTA Server Free Space
= Check KTA Platform Services
= Check KTA Web Server
* Check KTA License Service is responding
* Check KTA Windows Error Log

Check KTA Server Free Disk Space is too low

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Check KTA Platform Services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Service Names: Select or enter the Windows Service Name for the desired Windows Service. Default values for
KTA Services are prefilled.
Check KTA Web Server

Input parameters

Server: Enter the Host Name or IP Address and port of the KTA server running KTA workspace.

Response: Default response for the KTA workspace page.

Check KTA License Server
Input parameters

None

Check KTA Windows Event Log Messages

Input parameters

Computer Name: Enter the Host Name or IP Address of the KTA server.

Credentials: Enter the authentication information for the KTA server. The windows account should have local
administrator rights on the target computer.

Source Name: Enter the source name of the log entry
Event ID: Enter the Event ID to be tested. If not known, leave blank.
Event Type: Select the type of event you want tested.
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Match Keywords in the Event Log: If selected, then at least one of the keywords entered must match the Event
Log message to be successful. If you do not select Match Keywords in the Event Log, then none of the entered
keywords should match to be successful. (Optional)

Keyword 1, Keyword 2, and Keyword 3: Enter the keywords to match to the Event Log message. (Optional)

Retrieve messages logged within the: Enter an appropriate number of seconds.
Tungsten Monitor retrieves only those logs generated from zero seconds to the selected number of seconds.
You need to enter the number of seconds best fitting the events you are testing.

Import Connector

KTA import connector available to process work:
* Check KTA Email inbox access
* Check KTA Email folder item count
= Check KTA Import Folder file age count
= Check KTA Import Folder total file count
* Check KTA Import Connector status
* Check KTA Import Connector storage
* Check KTA Import Connector message waiting count
* Check KTA Import Connector message failed count
* Check KTA Import archive folder access
* Check KTA Fax FOIP server port
* Check KTA SMTP server

Check KTA Email inbox access

Input parameters

Select Protocol: Select either IMAP or POP3 protocol interface for the mail server.

Mail Server: Enter the mail server host name or ip address and port number.
Credentials: Enter the email account access information - email address and password.
Mail Folder: Select or enter the mail folder.

Use SSL (optional): Check if using a SSL connection to mail server.

Check KTA Email Folder item count

Input parameters

Select Protocol: Select either IMAP or POP3 protocol interface for the mail server.

Mail Server: Enter the mail server host name or ip address and port number.

Credentials: Enter the email account access information - email address and password.

Mail Folder: Select or enter the mail folder.

Threshold: Enter the appropriate threshold value for the maximum number of mail folder items.

Use SSL (optional): Check if using a SSL connection to mail server.
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Check KTA Import Folder file age count

Input parameters

Computer Name: Enter the Host Name or IP Address of the target windows based import folder server.

Path: Browse or enter the import folder file path (UNC share or local file path).

Credentials: Enter the authentication information for the target import folder computer. The windows account
should have local administrator rights on the target computer.

Date and Time: Select the date and time interval to filter the import folder files.

Number of Files: Select or enter the threshold for the number of files.

Check KTA Import Folder total file count
Input parameters
Computer Name: Enter the Host Name or IP Address of the target windows based import folder server.

Path: Browse or enter the import folder file path (UNC share or local file path).

Credentials: Enter the authentication information for the target import folder computer. The windows account
should have local administrator rights on the target computer.

Threshold: Select or enter the threshold for the total number of files.

Check KTA Import Connector status

Input parameters

Import Web Service URL: Enter the URL for the KTA web service. Replace the <host> with the KTA web server
name and <port> with port number (if not default port). If SSL connection, use URL format https:/ / <host>:<ssl
port>.

Check KTA Import Connector storage

Input parameters

Message Connector Web Service URL: Enter the URL for the KTA message connector web service. Replace the
<host> with the KTA web server name and <port> with port number (if not default port). If SSL connection, use
URL format https:/ /<host>:<ssl port>.

Threshold: Select or enter the appropriate threshold value for the % of message storage available.

Check KTA Import Connector message waiting count

Input parameters

Message Connector Web Service URL: Enter the URL for the KTA message connector web service. Replace the
<host> with the KTA web server name and <port> with port number (if not default port). If SSL connection, use
URL format https:/ / <host>:<ssl port>.

Threshold: Select or enter the appropriate threshold value for the number of messages waiting by media type.

Check KTA Import Connector message failed count

Input parameters

Message Connector Web Service URL: Enter the URL for the KTA message connector web service. Replace the
<host> with the KTA web server name and <port> with port number (if not default port). If SSL connection, use
URL format https:/ / <host>:<ssl port>.

Threshold: Select or enter the appropriate threshold value for the number of failed messages.
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Check KTA Import archive folder access

Input parameters
Path: Browse or enter the KTA archive folder file path (UNC share or local file path)

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Check KTA Fax FOIP Server Port

Input parameters

Server: Enter the Fax server host name or ip address.

UDP Port: Select or enter the FOIP UDP Port (default is 5060).

Check KTA SMTP server
Input parameters

Server: Enter the Host Name or IP Address of the target KTA computer with the message connector acting as an
SMTP server.

SMTP port: Select or enter the appropriate message connector SMTP port number.
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Database

KTA database available:
= Check SQL Server Services
= Check KTA SQL Server Database
= Check KTA SQL Server Documents Database
*  Check KTA SQL Server Reporting Database
*  Check KTA SQL Server Reporting Staging Database
= Check KTA SQL Server Simulator Database
= Check KTA SQL Server Database Sizes

Check SQL Server Services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The account should have local
administrator rights on the target computer.

Service Names: Select or Enter the Windows Service Name for the Database Service.

Check KTA SQL Server Database

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA Database.

Use Impersonation: Check if using windows impersonation and not using SQL authentication.

Check KTA SQL Server Documents Database

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA TotalAgility Documents Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Check KTA SQL Server Reporting Database

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA TotalAgility Reporting Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Check KTA SQL Server Reporting Staging Database

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA TotalAgility Reporting Staging Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.
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Check KTA SQL Server Simulator Database

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA TotalAgility Simulator Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Check KTA SQL Server Database Size

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA Total Agility Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Threshold: Select or enter the appropriate threshold value for the database size.

Check KTA SQL Server Documents Database Size

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA TotalAgility Documents Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Threshold: Select or enter the appropriate threshold value for the database size.

Check KTA SQL Server Reporting Database Size

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA TotalAgility Reporting Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Threshold: Select or enter the appropriate threshold value for the database size.

Check KTA SQL Server Reporting Staging Database Size

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA TotalAgility Reporting Staging Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Threshold: Select or enter the appropriate threshold value for the database size.

Check KTA Simulator Database Size

Input parameters

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA TotalAgility Simulator Database.

Use Impersonation: Check if using windows impersonation if not using SQL authentication.

Threshold: Select or enter the appropriate threshold value for the database size.
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Licensing

KTA Licensing usage:
*  Check KTA Volume Licensing
*  Check KTA Station Licensing

Check KTA Volume Licensing Available Page Count
Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Threshold: Enter the appropriate threshold value for each volume license type.

Check KTA Station Licenses Available Count
Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Threshold: Enter the appropriate threshold value for each station license type.
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Clients

Clients availability:
*  Check KTA Workspace Login
*  Check KTA Designer Access
*  Check KTA SDK Interface
*  Check KTA Device Manager Interface
*  Check KTA MFP Devices

Check KTA Workspace Login

Input parameters

Server: Enter the Host Name or IP Address and port of the KTA server.

Credentials: Enter the KTA authentication information for the target computer. The account should be a KTA
windows authenticated user.

Use SSL (optional): Check if using SSL connection.

Check KTA Designer Login

Input parameters

Server: Enter the Host Name or IP Address and port of the KTA server.

Credentials: Enter the KTA authentication information for the target computer. The account should be a KTA
windows authenticated user.

Use SSL (optional): Check if using SSL connection.

KTA Version 7.9 or above: Checked if using KTA 7.9 or above.

Check KTA SDK Login

Input parameters
Server: Enter the Host Name or IP Address and port of the KTA server.

Credentials: Enter the KTA authentication information for the target computer. The account should be a KTA
application user.

Use SSL (optional): Check if using SSL connection.

Check KTA Device Manager Interface

Input parameters

Server: Enter the Host Name or IP Address and port of the KTA server.

Credentials: Enter the KTA authentication information for the target computer. The account should be a KTA
windows authenticated user.

Use SSL (optional): Check if using SSL connection.

KTA Version 7.9 or above: Checked if using KTA 7.9 or above.
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Check KTA MFP Devices

Input parameters
Server: Enter the Host Name or IP Address and port of the KTA server.

Credentials: Enter the KTA authentication information for the target computer. The account should be a KTA
windows authenticated user.

REST API Path: Enter the REST API path if not the default path of TotalAgility.

Device Last Access Minutes Old: Enter the minutes threshold for the last contact time of an MFP device. The
default is 60 minutes.

Device Total Count Threshold: Select the MFP Device Total Count threshold. The default is greater than or
equal to 1 MFP device.

Device Vendor Total Count Threshold: Select the Vendor MFP Device Total Count threshold. The default is
greater than or equal to 1 vendor MFP device.

Device Total No Contact Threshold: Select the MFP Device No Contact Total Count threshold. The default is
equal to 0 MFP devices with no contact during the device last access minutes old setting.

Device Client Version Count Threshold: Enter one or more Client Version Thresholds using the below format:
<version>, <operator>, <threshold>; <version2>,<operator2>,<threshold2>;

Version can contain wildcards: ? for a single character, * for zero or more characters. Example: Version 1.*
equates to 1.01.01 or 1.01.02

Valid operator values include: =,<>,>,<,>=,<=, or Between
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WCEF Services

WCF (Windows Communication Foundation) Service Metrics
*  Check KTA WCF Services Metrics

Check KTA WCF Services Call Metrics

Input parameters

Computer Name: Enter the Host Name or IP Address of the KTA server.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Sample Rate: Select the number of seconds to sample the WCF service counter. The default sample interval is 5
seconds.

Service: Select or Enter the WCF service name for the desired WCF service. Available WCF services will be listed
by selecting the refresh button.

Threshold: Enter the appropriate threshold value for each WCF service call threshold type.

Reporting

KTA report processing;:
*  Check KTA Report Data Aging
= Check KTA Report Data Record Count

Check KTA Report Data Aging

Input parameters
Computer Name: Enter the Host Name or IP Address of the target KAFC server.

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA Report Staging Database.

Threshold: Select or enter the appropriate threshold value for the report aging period.

Check KTA Report Data Record Count

Input parameters
Computer Name: Enter the Host Name or IP Address of the target KAFC server.

Database Settings: Select ODBC DSN and enter the correct ODBC DSN Name and authentication information for
the KTA Report Staging Database.

Threshold: Select or enter the appropriate threshold value for the report data record count.
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Performance

KTA operating performance:
= Check KTA Core Worker Worker Tasks Taken
»  Check KTA Core Worker Threads Active
= Check KTA Core Worker Items in Thread Pool
*  Check KTA Core Worker System Tasks Taken
=  Check KTA Core Worker Locked Activities
= Check KTA Search and Matching Server
= Check KTA Export Service

Check KTA Core Worker Worker Tasks Taken

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value and evaluation operator.

Refresh: Click to query target computer performance values.

Check KTA Core Worker Threads Active

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value and evaluation operator.

Refresh: Click to query target computer performance values.

Check KTA Core Worker Items in Thread Pool

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value and evaluation operator.

Refresh: Click to query target computer performance values.

Check KTA Core Worker System Tasks Taken

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value and evaluation operator.

Refresh: Click to query target computer performance values.

Using the Tungsten Monitor Wizards Page 85 of 170



Check KTA Core Worker Locked Activities

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value and evaluation operator.

Refresh: Click to query target computer performance values.

Check KTA Search and Matching Server

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value and evaluation operator.

Refresh: Click to query target computer performance values.

Check KTA Export Servicer

Input parameters

Computer Name: Enter the Host Name or IP Address of the target computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value and evaluation operator.

Refresh: Click to query target computer performance values.
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Using the Tungsten VRS Elite Wizard

The next sections will step through the options for each individual component of the Tungsten VRS Elite Wizard.

Before creating monitor tests, the following SNMP settings information is required:

Input parameters

Host Name: Enter the Host Name or IP Address of the target computer.

Object Identifier (OID): Enter the MIB OID for Tungsten VRS Elite workstation, default is this value.

Local Port: Enter the User Datagram Protocol (UDP) port in the local host to where the SNMP Manager is bound,
default port is 0.

Remote Port: Enter the UDP port where the remote SNMP agent is listening, default port is 161.

Community: Enter the community string used to authenticate SNMP packets, default is “public”.

Connectivity

The VRS workstation can be pinged.

1
2
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Select the Connectivity component.

Select the test from the Select what to test drop down selection box. The VRS workstation hostname is
known from reading the VRS device health MIB.

Click Next.

Select Run Test to verify the test will run successfully.

Close the test result window. Select Add Test to create the test in the new Tungsten VRS Monitor.
Click OK

To add more tests for this same connectivity component, select Back, and repeat steps 1-6 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

Select Add more Tests to return to the component selection panel. Use this same flow to verify and add
individual test for each component.

When all Tungsten VRS Elite Wizard components are completed, select Next.

Select Finish to complete the Tungsten VRS Elite Wizard. The remaining input settings for each Tungsten
VRS Elite Wizard component are reviewed in their respective sections.
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Platform

The VRS platform is available to gather metrics:

= SNMP is returning MIB counter values for Tungsten VRS workstation
» Check Scanner Make/Model
= Check Scanner Firmware level

Check Tungsten VRS workstation MIB

Input parameters
None, the VRS workstation name is prefilled.

Note: This test must be enabled and run successfully for the remaining VRS Elite Wizard tests to run successfully.

Check Scanner Make/Model

Input parameters

Scanner Make: Enter the Scanner Manufacture Name, the default name is from reading the VRS device health
MIB.

Scanner Model: Enter the Scanner Model Number; the default model is from reading the VRS device health MIB.

Check Scanner Firmware level

Input parameters

Scanner Firmware: Enter the Scanner Firmware level; the default level is from reading the VRS device health
MIB.

Scanner Metrics

Scanner device health, throughput and exceptions:

= Rate of pages scanned is too low

* The number of sheets scanned between feeder errors is too low

* The number of sheets scanned between multi feeder errors is too low

* The number of sheets scanned between paper jam errors is too low

* The number of sheets scanned between camera health sheet scans is too high
* Too much time has elapsed since the last camera health sheet scan

= The roller health percent is too low

* The uniformity percent is too low

* The clarity health percent is too low

Rate of pages scanned is too low

Input parameters

Time Period: Number of active scanning hours to use for calculating the scanning rate.

Scanner Rate Threshold: Enter the minimum scanning rate in pages per hour.

The number of sheets scanned between feeder errors is too low
Input parameters

Scan Threshold: Enter the scanned page range. This indicates the range of scanned pages to monitor for feeder
erTors.
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Error Count Threshold: Enter the threshold for the maximum number of feeder errors allowed for the number of
scanned pages.

The number of sheets scanned between multi feeder errors is too low

Input parameters

Scan Threshold: Enter the scanned page range. This indicates the range of scanned pages to monitor for multi
feeder errors.

Error Count Threshold: Enter the threshold for the maximum number of multi feeder errors allowed for the
number of scanned pages.

The number of sheets scanned between paper jam errors is too low
Input parameters

Scan Threshold: Enter the scanned page range. This indicates the range of scanned pages to monitor for paper
jam errors.

Error Count Threshold: Enter the threshold for the maximum number of paper jam errors allowed for the
number of scanned pages.

The number of sheets scanned between camera health sheet scans

Input parameters

Scan Threshold: Enter the scanned page range. This indicates how many pages can be scanned between a health
sheet scan.

Too much time has elapsed since the last camera health sheet scan

Input parameters

Time Threshold: Enter the time threshold in minutes. This indicates how the maximum amount of time between
health sheet scans.

The roller health percent is too low

Input parameters

Percent Threshold: Enter the health percentage. This indicates the minimum health percentage for the scanner
rollers after VRS performs an image analysis of a health sheet.

The uniformity health percent is too low

Input parameters

Percent Threshold: Enter the health percentage. This indicates the minimum health percentage for the camera
uniformity after VRS performs an image analysis of a health sheet.

The clarity health percent is too low

Input parameters

Percent Threshold: Enter the health percentage. This indicates the minimum health percentage for the camera
clarity after VRS performs an image analysis of a health sheet.
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Using the Tungsten Communication Server Wizard:

The next sections will step through the options for each individual component of the Tungsten Communication
Server (KCS) Wizard.

Connectivity for KCS Platform

KCS platform machines available:

N o o b~ WN P
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KCS TCOSS servers can be pinged
KCS TC/LINK servers can be pinged
KCS Mail/Message servers can be pinged

Select the Connectivity component.

Select the test from the Select what to test drop down selection box.

Enter the Host Name of the target KCS server. Click Next.

Select Run Test to verify the test will run successfully.

Close the test result window. Select Add Test to create the test in the new Tungsten KCS Monitor.
Click OK

To add more tests for this same connectivity component, select Back, and repeat steps 1-6 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

Select Add more Tests to return to the component selection panel. Use this same flow to verify and add
individual test for each component.

When all Tungsten KCS Wizard components are completed, select Next.

Select Finish to complete the Tungsten KCS Wizard. The remaining input settings for each Tungsten KCS
Wizard component are reviewed in their respective sections.
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Platform for KCS

KCS platform available to process work:

= Check KCS platform services

»  Check KCS web interface services

= KCS Server free disk space is too low

* Check Mail/Message services connected
»  Check KCS Tandem Server disk status

» Check KCS Tandem Server disk blocks

» Check KCS Tandem Server monitor time

Check KCS platform services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the desired Windows Service. Default values for KCS
Services are prefilled.
Check KCS web interface services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the desired Windows Service. Default values for KCS Web
Services are prefilled.
KCS Server free disk space is too low

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Check Mail/Message services connected

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Server: Select the refresh button to show a list of available KCS Servers.
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Check KCS Tandem Server disk status

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Server: Select the refresh button to show a list of available KCS Servers.
Disk Number: Select the refresh button to show a list of available disks.

Disk Status: Check the appropriate disk status value. If the value is not present, the test will alert.

Check KCS Tandem Server disk blocks

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Server: Select the refresh button to show a list of available KCS Servers.
Disk Number: Select the refresh button to show a list of available disks.

Threshold: Enter the appropriate threshold value.

Check KCS Tandem Server monitor time

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a ‘" for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Server: Select the refresh button to show a list of available KCS Servers.
Disk Number: Select the refresh button to show a list of available disks.

Threshold: Enter the appropriate threshold value.

Database for KCS

KCS databases available:

= Check KCS monitoring database

* Check KCS TC/Report database

» Check KCS TC/Probe database

* Check if database services are running (For SQL Server Databases on Windows OS only)

Check KCS monitoring database

Input parameters

Database Settings: Select ODBC DSN, and then enter the correct ODBC DSN Name and authentication
information for the KCS Monitoring Database. The ODBC DSN should be previously defined as discussed in the
Using the Tungsten Communications Server Wizard section.
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Check KCS TC/Report database

Input parameters
Database Settings: Select ODBC DSN; enter the correct ODBC DSN Name and authentication information for the

KCS TC/Report Database.
Check KCS TC/Probe database

Input parameters
Database Settings: Select ODBC DSN then enter the correct ODBC DSN Name and authentication information

for the KCS TC/Probe Database.
Check database services are running (For Databases on Windows OS)

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS database computer.

Credentials: Enter the authentication information for the target computer. The account should have local
administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the Database Service.

Communication Server Metrics

KCS Operational throughput:

* Check KCS message queue is too high or too low
* Check KCS messages are processing too slowly
* Check KCS message queue for number of pages is too high

Check KCS message queue is too high or too low

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Server: Select the refresh button to show a list of available KCS Servers.
Queue Name: Enter the KCS Queue name.
Minimum Threshold: Enter the appropriate threshold value.

Maximum Threshold: Enter the appropriate threshold value.

Check KCS messages are processing too slowly

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Server: Select the refresh button to show a list of available KCS Servers.

Queue Name: Enter the KCS Queue name.
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Threshold: Enter the appropriate threshold value.

Check KCS message queue for number of pages is too high

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Server: Select the refresh button to show a list of available KCS Servers.
Queue Name: Enter the KCS Queue name.

Threshold: Enter the appropriate threshold value.

Communication Server Licensing

KCS License usage:

* Number of license registrations in use is too high or too low

Number of license registrations in use

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Server: Select the refresh button to show a list of available KCS Servers.
License Type: Select the refresh button to show a list of available KCS license types.
Minimum Threshold: Enter the appropriate threshold value.

Maximum Threshold: Enter the appropriate threshold value.

Application Servers

KCS applications server health and operation:

* Check KCS application server status
* Check KCS number of running applications
* Check KCS number of stopped applications

Check KCS application server status

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Application Server: Select the refresh button to show a list of available KCS Application Servers.
Server Status to Alert on: Select the server status values to alert on if different from the default values.
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Check KCS number of running applications

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Application Server: Select the refresh button to show a list of available KCS Application Servers.

Threshold: Enter the appropriate threshold value.

Check KCS number of stopped applications

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a*.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Application Server: Select the refresh button to show a list of available KCS Application Servers.

Threshold: Enter the appropriate threshold value.

Application Servers

KCS applications health and operation:

* Check KCS application status
* Check KCS application message rate is too low
* Check KCS application message count is too high

Check KCS application status

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Application Server: Select the refresh button to show a list of available KCS Application Servers.
KCS Application: Select the refresh button to show a list of available KCS applications.

Application Status to Alert On: Select the application status values to alert on.

Check KCS application message rate

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Application Server: Select the refresh button to show a list of available KCS Application Servers.
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KCS Application: Select the refresh button to show a list of available KCS applications.

Threshold: Enter the appropriate threshold value.

Check KCS application message count

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Application Server: Select the refresh button to show a list of available KCS Application Servers.

KCS Application: Select the refresh button to show a list of available KCS applications.

Threshold: Enter the appropriate threshold value.

Messaging Servers

KCS message server health and operation:

Check KCS message server number of user sessions is to high

Check KCS message server number of tech files is too high or too low

Check KCS message server percentage of tech files in use is too high or too low

Check KCS message server number of send orders is too high

Check KCS message server percentage of send orders used is too high

Check KCS message server percentage of messages used is too high or too low

Check KCS message server mail system free size is too low

Check KCS message server percentage of mail system size is too low

Check KCS message server number of broadcast jobs is too high or too low

Check KCS message server percentage of unconfirmed short term archive entries is too high
Check KCS message server percentage size of unconfirmed archive entries is too high
Check KCS message server number of address book entries is too high or too low
Check KCS message server percentage of address book entries is too high or too low
Check KCS message server number of user store entries used is too high or too low
Check KCS message server percentage of user store entries used is too high or too low
Check KCS message server number of unread messages for a user is too high

Check KCS message server status of a channel

Check KCS message server mode of a channel

Check KCS message server number of defined channels is too high or too low

Check KCS message server number of user sessions

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.

Threshold: Enter the appropriate threshold value.
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Check KCS message server number of tech files

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.

Check KCS message server percentage of tech files in use

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.

Check KCS message server number of send orders

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a*.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.

Threshold: Enter the appropriate threshold value.

Check KCS message server percentage of send orders used

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.

Threshold: Enter the appropriate threshold value.
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Check KCS message server percentage of messages used

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.

Check KCS message server mail system free size

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.

Threshold: Enter the appropriate threshold value.

Check KCS message server percentage of mail system size

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a’.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.

Threshold: Enter the appropriate threshold value.

Check KCS message server number of broadcast jobs

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.
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Check KCS message server percentage of unconfirmed short term archive entries

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.

Threshold: Enter the appropriate threshold value.

Check KCS message server percentage size of unconfirmed archive entries

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a*.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.

Threshold: Enter the appropriate threshold value.

Check KCS message server number of address book entries

Input parameters

Computer Name: Enter the Host Name or IP Address of the KCS Monitoring computer. Use a’.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.

Check KCS message server percentage of address book entries

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.
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Check KCS message server number of user store entries used

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.

Check KCS message server percentage of user store entries

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.

Check KCS message server number of unread messages for a user

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a*.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
User Name: Enter the appropriate KCS user name.

Threshold: Enter the appropriate threshold value.

Check KCS message server status of a channel

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a*.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Channel Number: Select the refresh button to show a list of available channels.

Channel Status to Alert on: Select the channel status values to alert on if different from the default values.
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Check KCS message server mode of a channel

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a“.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Channel Number: Select the refresh button to show a list of available channels.

Chanel Mode to Alert On: Select the channel mode values to alert on if different from the default values.

Check KCS message server number of defined channels

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KCS Monitoring computer. Use a *.” for the
computer name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

KCS Messaging Server: Select the refresh button to show a list of available KCS Messaging Servers.
Channel Group: Enter the appropriate channel group name.

Channel Error: Select the channel error to match for a defined channel.

Channel Type: Select the channel type to match for a defined channel.

Channel Activity: Select the channel activity to match for a defined channel.

Channel StatusIn: Select the channel statusin to match for a defined channel.

Channel StatusOut: Select the channel statusout to match for a defined channel.

Can Send: Select to match for a defined channel.

Minimum Threshold: Enter the appropriate minimum threshold value.

Maximum Threshold: Enter the appropriate maximum threshold value.
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Using the Tungsten Front Office Server Wizard

The next sections will step through the options for each individual component of the Tungsten Front Office
Server (KFS) Wizard.

Note: Select the appropriate KFS version when prompted by the KFS Wizard.

Connectivity for KFS Platform

KFS platform machines available:
= KFS servers can be pinged
» KFS database servers can be pinged

KFS web servers can be pinged
Select the Connectivity component.
Select the test from the Select what to test drop down selection box.
Enter the Host Name of the target KFS server. Click Next.
Select Run Test to verify the test will run successfully.
Close the test result window. Select Add Test to create the test in the new Tungsten KFS Monitor.

Click OK

N oo o0~ WON P

To add more tests for this same connectivity component, select Back, and repeat steps 1-6 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

8 Select Add more Tests to return to the component selection panel. Use this same flow to verify and add
individual test for each component.

9  When all Tungsten KFS Wizard components are completed, select Next.

10 Select Finish to complete the Tungsten KFS Wizard. The remaining input settings for each Tungsten KFS
Wizard component are reviewed in their respective sections.
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Platform for KFS

KFS platform available to process work:
»  Check KFS service
» Check KFS shared folder
= Check KFS server free disk space
» Check KFS web admin client access
=  Check KFS thin client access
» Check KFS web service access
= Check KFS accepting requests
= Check KFS log files size
= Check KFS release error log file
»  Check KFS release error file count

Check KFS services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer. Use a *.” for the computer
name if a local computer.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target KFS computer.

Service Names: Enter the Windows Service Name for the desired Windows Service. Default values for KFS
required services are prefilled.
Check KFS shared folder

Input parameters
Path: Browse or enter the file path (UNC share or local file path to ...\ CaptureSV\ KFS4.3\ Config)

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.
Check KFS Server free disk space

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer. Use a’.” for the computer
name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Check KFS web admin client access

Input parameters

URL: Enter the URL for the KFS web admin page. Replace the <host> with the KFS web server name and <port>
with port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>, the default
KFS SSL port is 443.

Response: Default response for KFS web admin page.
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Check KFS thin client access

Input parameters

URL: Enter the URL for the KFS thin client page. Replace the <host> with the KFS web server name and <port>
with port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>, the default
KFS SSL port is 443.

Response: Default response for KFS thin client page.

Check KFS web service access

Input parameters

URL: Enter the URL for the KFS web service wsdl. Replace the <host> with the KFS web server name and <port>
with port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>, the default
KFS SSL port is 443.

Response: Default response for KFS web service wsdl.

Check KFS system accepting requests

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.

Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Check KFS Log File Size

Input parameters

Path: Browse or enter the file path (UNC share or local file path to ...\ Kofax\ Front Office
Server\ Avalin\ jboss\server\avalin\log).

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Select or enter the appropriate threshold value for the log file size.
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Check KFS Log Error Count

Input parameters
Computer Name: Enter the Host Name or IP Address of the target KFS computer.

Path: Browse or enter the file path (UNC share or local file path to ...\ Kofax\ Front Office
Server\ Avalin\ jboss\server\avalin\ log).

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Select or enter the appropriate threshold value for the number of errors in the release log file.

Check errors logged within the last: Select or enter the appropriate number of minutes.

Check KFS Release Error File Count

Input parameters
Path: Browse or enter the file path (UNC share or local file path to ...\ Kofax\ Front Office Server\ Log\ WebApp)

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Select or enter the appropriate threshold value for the number of files in error.
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Database for KFS

KFS database available:
* Check KFS database
* Check if database services are running (For SQL Server Databases on Windows OS only)
* Check KFS database scan job table record count

Check KFS database

Input parameters

Database Settings: Select the ODBC DSN, and then enter the correct ODBC DSN Name and authentication
information for the KFS Database. The ODBC DSN should be previously defined as discussed in the Using the
Tungsten Front Office Server Wizard section.

Check using windows impersonation if not using SQL authentication.

Check KFS SQL database server services (For Databases on Windows OS)

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS database computer.

Credentials: Enter the authentication information for the target computer. The account should have local
administrator rights on the target computer.

Service Names: Enter the Windows Service Name for the Database Service.

Check KFS Database Scan Job Count

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.
Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Threshold: Select or enter the appropriate threshold value for the number of job records.
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Front Office Server Metrics

KFS Operational throughput:
* Check KFS in process transaction count
* Check KFS in process transaction age
* Check KFS KC release error count
* Check KFS server total transaction rate
* Check KFS application server transaction rate

Check KFS in process transaction count

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.
Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Shortcut Names: Select the refresh button to show and then select KFS shortcut name(s) filter. If a shortcut name
is not specified, user inbox transactions are included in the number of in process transactions.

Threshold: Select or enter the appropriate threshold value for the number of in process transactions.

Check KFS in process transaction age

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.
Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Shortcut Names: Select the refresh button to show and then select a KFS shortcut name filter. If a shortcut name
is not specified, user inbox transactions are included in the number of in process transactions.

Age Time: Select or enter the maximum transaction age in minutes.

Threshold: Select or enter the appropriate threshold value for the number of in process transactions.

Check KFS KC release fail transaction count

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.
Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Shortcut Names: Select the refresh button to show and then select a KFS shortcut name filter.

Threshold: Select or enter the appropriate threshold value for the number of failed KC release transactions.
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Check KFS server total transaction rate

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.

Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Time Period: Number of hours to use for calculating the transaction rate.

Threshold: Select or enter the appropriate threshold value for the minimum transaction rate per hour.

Check KFS application server transaction rate

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.

Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Time Period: Number of hours to use for calculating the transaction rate.
Threshold: Select or enter the appropriate threshold value for the minimum transaction rate per hour.

Application Server: Select the desired KFS application server(s) and set a threshold. This requires more than
one KFS application server as part of a group of KFS application servers.

Front Office Server MFP Processing

KFS MFP job submission:
* Check KFS MFP job submission

Check KFS MFP job submission

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.

Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Threshold: Select or enter the appropriate threshold value for the maximum time period for MFP job submission
in minutes.

Apply to all devices: Check to apply the same threshold to all KFS MFP devices.

KEFS devices: Select the desired KFS MFP device(s) and set a threshold.
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Front Office Server User Inbox

KFS User Inbox Operational throughput:
= Check KFS user inbox transaction count
= Check KFS user inbox transaction queue time

Check KFS user inbox transaction count

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.

Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

Number of Documents: Select or enter the maximum number of documents in a KFS user inbox.
Threshold: Select or enter the appropriate threshold value for the number of user inboxes not matching the
number of documents value.

Check KFS user inbox transaction queue time

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.

Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

User Age Time: Select or enter the appropriate threshold value for the maximum time period documents can be
in a user inbox in minutes.

Threshold: Select or enter the appropriate threshold value for the number of user inboxes not matching the user
age time.
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Using the Tungsten Front Office Server MFP Wizard

The next sections will step through the options for each individual component of the Tungsten Front Office
Server (KFS) MFP Wizard.

Note: Select the appropriate KFS version when prompted by the KFS MFP Wizard.

Connectivity for KFS MFP devices

KFS MFP devices available:

* MFP device can be pinged
MEFP device status
MFP device errors

1 Select the Connectivity component.

2 Select the test from the Select what to test drop down selection box.

3 Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web
service.

4  Credentials: Enter the Tungsten user account credentials to access the KFS web service.

5 Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer
name, the default port for KFS SSL is 443 - <computer name>:443.

6 Select Refresh. The MFP Device grid will populate with the known KFS MFP device list.

7  Change the tests settings (select manual settings) or use the defaults. The default settings will create 3
separate tests for each selected MFP device:

* Ping an MFP device

*  Check MFP device status using OID 1.3.6.1.2.1.25.3.2.1.5.1. Expected value is ‘2’ for running
status

*  Check for MFP device errors using OID 1.3.6.1.2.1.25.3.2.1.6.1. Expected value is ‘0" for no errors
since last device power on reset (POR)

8 (Click Next.

9 Select Run Test to verify the tests will run successfully.

10 Close the test result window. Select Add Test to create the test in the new Tungsten VFS Monitor.
11 Click OK

12 To add more tests for this same connectivity component, select Back, and repeat steps 1-11 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

13 Select Add more Tests to return to the component selection panel. Use this same flow to verify and add
individual test for each component.

14 When all Tungsten KFS Wizard components are completed, select Next.

15 Select Finish to complete the Tungsten KFS Wizard. The remaining input settings for each Tungsten KFS
Wizard component are reviewed in their respective sections.
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MFP Scanner

MEFP device specific status:
= MEFP device specific check 1
=  MEFP device specific check 2
=  MEFP device specific check x

MFP device specific tests

Input parameters
Computer Name: Enter the Host Name or IP Address of the target KFS computer running the KFS web service.

Credentials: Enter the Tungsten user account credentials to access the KFS web service.

Use SSL (optional) - Check if using SSL connection to KFS Server. Append the SSL port to the computer name,
the default port for KFS SSL is 443 - <computer name>:443.

MFP Devices: Select refresh and the MFP Device grid will populate with of KFS MFP devices that matches the
MFP device model names configured in the MFPdeviceconfig.xml file. Select the desired MFP device to create
tests based on the tests configured in the MFPdeviceconfig.xml file.
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Configuring the Tungsten Front Office Server MFP Device specific tests

The MFPdeviceconfig.xml configuration file is required to be modified before running the MFP Scanner
component of the KFS MFP wizard. This file is read by the Tungsten Front Office Server MFP Wizard, MFP
Scanner component to display MFP devices that match defined KFS MFP devices. The match is based on the
MFP model field as defined in KFS and the <modeltype> element in the configuration file.

The MFPdeviceconfig.xml configuration file is located in the

C:\ Program Files\ ReveilleSoftware\ Reveille\ Web\ ReveilleTests\ Kofax directory for a default installation.

MFPdeviceconfig.xml

This file contains the MFP device specific test information. Follow these items before changing the file entries:

* Verify SNMP access to the KFS defined MFP devices. Verify access by using a MIB browser from the
Tungsten Monitor server to connect to the MFP device (standard remote SNMP port is 161 and
community string of public) and read the device status (standard MIB) located at OID
1.3.6.1.2.1.25.3.2.1.5.1 (standard MIB, RFC1514). Successful access should allow browsing of the MIB
values on the MFP device.

= The MFP Scanner tests are MFP device dependent. Refer to the MFP device manufacturer information for
available MIB OID definitions and desired response values.

* Note the xml element descriptions within the MFPdeviceconfig.xml file comments and review examples
within the file.

= Create the desired MFP device scanner specific test elements.
KFS MFP Device Configuration File

This .xml file contains the information required to create an MFP scanner specific test for a KFS MFP device.

Exemple File Contents :
<!--

//

// Example Configuration file for Tungsten MFP Wizard Scanner tests. This file is used by the KFS
MEP wizard.

//

// Element Description

//

// vendorname MFP vendor name, one entry per vendor

// modeltype MFP model name, one entry per model, must match model field for MFP device as
shown in KFS Admin Client

// description test description, required for a test

// OID object identifier from MFP device MIB, required for a test, MFP dependent

// localport local SNMP UDP bound port, required for a test, environment dependent

// remoteport remote SNMP UDP listening port, required for a test, environment dependent

// community SNMP community string to authenticate SNMP, optional, environment dependent

// operator boolean operator evaluation (>,<, =, <=, >=, <>) optional, required if evaluating
a numeric threshold

// threshold numeric threshold value for evaluation, optional, required if evaluating a numeric
threshold

// metric metric name, optional, metric name must be defined in Metric manager. Can be used
to record a numeric count.

// attribute metric attribute name, optional, always set to MFP Host Name

// response test response, required, either a string (no evaluation) or integer (must also
have a threshold evaluation)

// timeout test timeout, required

//

// NOTE: Steps to add a new test entry

//

// 1) Verify the MFP Device MIB OID using a MIB browser tool

// 2) Verify SNMP protocol access to the MFP device from the KM Server using a MIB browser tool.
The test will timeout when running the KFS MFP wizard

// if SNMP connectivity is not possible.

// 3) Create the appropriate element entries for the Vendor / Model - see the KFS Admin Client >
devices for Model information

//

-—>
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<Tungsten>
<vendor>
<vendorname>Ricoh</vendorname>
<model>
<modeltype>RICOH Aficio SP 5200S PS3</modeltype>
<test>
<description>Check Scanner Status</description>
<0ID>1.3.6.1.4.1.367.3.2.1.2.2.11.0</0ID>
<localport>0</localport>
<remoteport>161</remoteport>
<community>public</community>
<operator>=</operator>
<threshold>1</threshold>
<metric></metric>

<attribute></attribute>
<!--

//
//
//

Possible responses - 1 is Scanner available, 2 is Scanner unavailable

<response>1</response>
<timeout>60</timeout>
</test>
<test>

<description>Check for Scanner Error</description>
<0ID>1.3.6.1.4.1.367.3.2.1.2.2.13.0</0ID>
<localport>0</localport>
<remoteport>161</remoteport>
<community>public</community>
<operator>=</operator>

<threshold>0</threshold>

<metric></metric>

<attribute></attribute>
<l--

//

// Possible responses - no error (0), ADF feed error (2),
//

hardware error (3), service call (4)

<response>0</response>
<timeout>60</timeout>
</test>
</model>
<model>
<modeltype>Ricoh Aficio MP C300</modeltype>
<test>
<description>Check Scanner Status</description>
<0ID>1.3.6.1.4.1.367.3.2.1.2.2.11.0</0ID>
<localport>0</localport>
<remoteport>161</remoteport>
<community>public</community>
<operator>=</operator>
<threshold>1</threshold>
<metric></metric>
<attribute></attribute>

Possible responses - 1 is Scanner available, 2 is Scanner unavailable

<response>1</response>
<timeout>60</timeout>
</test>
<test>

<description>Check for Scanner Error</description>
<0ID>1.3.6.1.4.1.367.3.2.1.2.2.13.0</0ID>
<localport>0</localport>
<remoteport>161</remoteport>
<community>public</community>
<operator>=</operator>

<threshold>0</threshold>

<metric></metric>

<attribute></attribute>
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// Possible responses - no error (0), ADF feed error (2), hardware error (3),

<response>0</response>
<timeout>60</timeout>
</test>
</model>
<model>
<modeltype>Ricoh Aficio MP 6001</modeltype>
<test>
<description>Check Scanner Status</description>
<0ID>1.3.6.1.4.1.367.3.2.1.2.2.11.0</0ID>
<localport>0</localport>
<remoteport>161</remoteport>
<community>public</community>
<operator>=</operator>
<threshold>1</threshold>
<metric></metric>

<attribute></attribute>
<l--

//

// Possible responses - 1 is Scanner available,

2 is Scanner unavailable
//
<response>1</response>
<timeout>60</timeout>
</test>
<test>

<description>Check for Scanner Error</description>
<0ID>1.3.6.1.4.1.367.3.2.1.2.2.13.0</0ID>
<localport>0</localport>
<remoteport>161</remoteport>
<community>public</community>
<operator>=</operator>
<threshold>0</threshold>
<metric></metric>
<attribute></attribute>

<l--

//

// Possible responses - no error (0), ADF feed error (2),

hardware error (3),
//
<response>0</response>
<timeout>60</timeout>
</test>
</model>
</vendor>
</Tungsten>
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Using the Tungsten Import Connector Wizard

The next sections will step through the options for each individual component of the Tungsten Import Connector
(KIC) Wizard.

Connectivity for KIC Platform

KIC platform machines available:
» KIC servers available
» Fax servers available
* Email servers available
= Web Service servers available
= Import folder servers available

Select the Connectivity component.
Select the test from the Select what to test drop down selection box.

Enter the Host Name of the target KIC server. Click Next.

1
2
3
4 Select Run Test to verify the test will run successfully.
5 Close the test result window. Select Add Test to create the test in the new Tungsten KIC Monitor.
6 Click OK

7

To add more tests for this same connectivity component, select Back, and repeat steps 1-6 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

8 Select Add more Tests to return to the component selection panel. Use this same flow to verify and add
individual test for each component.

9  When all Tungsten KIC Wizard components are completed, select Next.

10 Select Finish to complete the Tungsten KIC Wizard. The remaining input settings for each Tungsten KIC
Wizard component are reviewed in their respective sections.
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Platform for KIC

KIC platform available to process work:
* Check KIC services (message connector/KC plug-in)
=  Check KIC server free disk space
* Check KIC archive folder access
* Check KIC windows event log
* Check KIC KC Plug-In log files size
= Check KIC web service access
= Check KIC web service accepting requests
= Check KIC message connector storage available
= Check KIC KC Plug-In connection status
* Check KIC message connector status
=  Check KIC SMTP server

Check KIC services:

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KIC computer. Use a *.” for the computer
name if a local computer.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target KIC computer.

Service Names: Enter or select the Windows Service Name for the desired Windows Service. Default values for
KIC required services are prefilled.

Check KIC Server free disk space

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KIC computer. Use a’.” for the computer
name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Check KIC archive folder
Input parameters

Path: Browse or enter the KIC archive folder file path (UNC share or local file path)

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Check KIC windows event log

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KIC computer. Use a *.” for the computer
name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Using the Tungsten Monitor Wizards Page 116 of 170



Source Name: Enter the source name of the log entry
Event ID: Enter the Event ID to be tested. If not known, leave blank.
Event Type: Select the type of event you want tested.

Match Keywords in the Event Log: If selected, then at least one of the keywords entered must match the Event
Log message to be successful. If you do not select Match Keywords in the Event Log, then none of the entered
keywords should match to be successful. (Optional)

Keyword 1, Keyword 2, and Keyword 3: Enter the keywords to match to the Event Log message. (Optional)

Retrieve messages logged within the: Enter an appropriate number of seconds.
Tungsten Monitor retrieves only those logs generated from zero seconds to the selected number of seconds.
You need to enter the number of seconds best fitting the events you are testing.

Check KIC KC Plug-In log file size

Input parameters

Path: Browse or enter the file path (UNC share or local file path to ... \Documents and Settings\ All
Users\ Application Data\ Kofax\ KIC-ED).

Credentials: Enter the authentication information for the target KIC computer. The windows account should
have local administrator rights on the target computer.

Threshold: Select or enter the appropriate threshold value for the log file size.

Check KIC web service access

Input parameters

Import WSDL URL: Enter the URL for the KIC import wsdl. Replace the <host> with the KIC web server name
and <port> with port number (if not default port). If SSL connection, use URL format https:// <host>:<ssl port>.

Response: Default response for KIC import wsdl.

Check KIC web service accepting request

Input parameters

Import Web Service URL: Enter the URL for the KIC web service. Replace the <host> with the KIC web server
name and <port> with port number (if not default port). If SSL connection, use URL format https:/ / <host>:<ssl
port>.

Check KIC message connector storage available

Input parameters

Message Connector Web Service URL: Enter the URL for the KIC message connector web service. Replace the
<host> with the KIC web server name and <port> with port number (if not default port). If SSL connection, use
URL format https:/ / <host>:<ssl port>.

Threshold: Select or enter the appropriate threshold value for the % of message storage available.

Check KIC Plug-In connection status

Input parameters

KC Plug-In Web Service URL: Enter the URL for the KIC KC Plug-In web service. Replace the <host> with the
KIC web server name and <port> with port number (if not default port). If SSL connection, use URL format
https:/ / <host>:<ssl port>, the default KIC SSL Plug-In port is 8002.
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Check KIC message connector status

Input parameters

Message Connector Web Service URL: Enter the URL for the KIC message connector web service. Replace the
<host> with the KIC web server name and <port> with port number (if not default port). If SSL connection, use
URL format https:/ / <host>:<ssl port>.

Check KIC SMTP server

Input parameters

Server: Enter the Host Name or IP Address of the target KIC computer with the message connector acting as an
SMTP server.

SMTP port: Select or enter the appropriate message connector SMTP port number.
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Import Connector Server Metrics

KIC Operational throughput:
* Check KIC messages waiting counts by media type
* Check KIC messages failing count
* Check KIC license state

Check KIC messages waiting counts by media type

Input parameters

Message Connector Web Service URL: Enter the URL for the KIC message connector web service. Replace the
<host> with the KIC web server name and <port> with port number (if not default port). If SSL connection, use
URL format https:/ /<host>:<ssl port>.

Threshold: Select or enter the appropriate threshold value for the number of messages waiting by media type.

Check KIC messages failing count

Input parameters

Message Connector Web Service URL: Enter the URL for the KIC message connector web service. Replace the
<host> with the KIC web server name and <port> with port number (if not default port). If SSL connection, use
URL format https:/ /<host>:<ssl port>.

Threshold: Select or enter the appropriate threshold value for the number of failed messages.

Check KIC license state

Input parameters

KC Plug-In Web Service URL: Enter the URL for the KIC KC Plug-In web service. Replace the <host> with the
KIC web server name and <port> with port number (if not default port). If SSL connection, use URL format
https:/ / <host>:<ssl port>, the default KIC SSL Plug-In port is 8002.

License State: Select either permanent or evaluation license type.
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Import Connector Import Folder Processing

Import Connector Import Folder Processing;:
* Check Import Folder file age count
* Check Import Folder total file count
* Check Import Folder server disk space

Check Import Folder file age count

Input parameters
Computer Name: Enter the Host Name or IP Address of the target windows based import folder server.

Path: Browse or enter the import folder file path (UNC share or local file path).

Credentials: Enter the authentication information for the target import folder computer. The windows account
should have local administrator rights on the target computer.

Date and Time: Select the date and time interval to filter the import folder files.

Number of Files: Select or enter the threshold for the number of files.

Check Import Folder total file count

Input parameters
Computer Name: Enter the Host Name or IP Address of the target windows based import folder server.

Path: Browse or enter the import folder file path (UNC share or local file path).

Credentials: Enter the authentication information for the target import folder computer. The windows account
should have local administrator rights on the target computer.

Number of Files: Select or enter the threshold for the total number of files.

Check Import Folder Server Disk Space

Input parameters

Computer Name: Enter the Host Name or IP Address of the target windows based import folder server.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Using the Tungsten Monitor Wizards Page 120 of 170



Import Connector Email Processing

Import Connector Email Processing;:
= Check Email access
= Check Email folder for number of items

Check Email access

Input parameters

Select Protocol: Select either IMAP or POP3 protocol interface for the mail server.

Mail Server: Enter the mail server host name or ip address and port number.
Credentials: Enter the email account access information - email address and password.
Mail Folder: Select or enter the mail folder.

Use SSL (optional): Check if using a SSL connection to mail server.

Check Email Folder for number of items

Input parameters

Select Protocol: Select either IMAP or POP3 protocol interface for the mail server.

Mail Server: Enter the mail server host name or ip address and port number.

Credentials: Enter the email account access information - email address and password.

Mail Folder: Select or enter the mail folder.

Threshold: Enter the appropriate threshold value for the maximum number of mail folder items.

Use SSL (optional): Check if using a SSL connection to mail server.
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Import Connector Fax Processing

Import Connector Fax Processing:
= Check Fax FOIP server port
= Check Fax Server disk space

Check Fax FOIP Server Port
Input parameters

Server: Enter the Fax server host name or ip address.

UDP Port: Select or enter the FOIP UDP Port (default is 5060).

Check Fax Server Disk Space

Input parameters

Computer Name: Enter the Host Name or IP Address of the target windows based Fax Server.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.
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Using the Tungsten Reporting Wizard

The next sections will step through the options for each individual component of the Tungsten Reporting (KR)
Wizard.

Connectivity for KR Platform

KR platform machines available:
= WHSA (web service architecture) application sender servers can be pinged
= WHSA central site receiver servers can be pinged
* ESB servers can be pinged
* ETL agent server can be pinged
= Staging database server can be pinged
* Warehouse database server can be pinged

Select the Connectivity component.
Select the test from the Select what to test drop down selection box.

Enter the Host Name of the target KR server. Click Next.

1
2
3
4 Select Run Test to verify the test will run successfully.
5 Close the test result window. Select Add Test to create the test in the new Tungsten KR Monitor.
6 Click OK

7

To add more tests for this same connectivity component, select Back, and repeat steps 1-6 for the new
test. If no more tests to add, click Next. The Next Step Panel is displayed.

8 Select Add more Tests to return to the component selection panel. Use this same flow to verify and add
individual test for each component.

9  When all Tungsten KR Wizard components are completed, select Next.

10 Select Finish to complete the Tungsten KR Wizard. The remaining input settings for each Tungsten KR
Wizard component are reviewed in their respective sections.
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Platform for KR

KR platform available to process work:
* Check KR central site services
= Check KR application sender services
* Check KR ETL agent services
* Check Message Queue (MSMQ) KR central site server service
* Check Message Queue (MSMQ) KR application sender server service
= Check KR central site server free disk space
= Check KR ETL server free disk space
= Check KR central site receiver status
= Check KR application sender status
* Check KR central site server windows event log
* Check KR application receiver windows event log
* Check KR ETL server windows event log
* Check KR ETL log files error count

Check KR central site services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a *.” for the computer name
if a local computer.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target KR computer.

Service Names: Enter or select the Windows Service Name for the desired Windows Service. Default values for
KR required services are prefilled.

Check KR application sender services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a *.” for the computer name
if a local computer.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target KR computer.

Service Names: Enter or select the Windows Service Name for the desired Windows Service. Default values for
KR required services are prefilled.
Check KR ETL agent services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a *.” for the computer name
if a local computer.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target KR computer.

Service Names: Enter or select the Windows Service Name for the desired Windows Service. Default values for
KR required services are prefilled.
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Check Message Queue (MSMQ) KR central site server service

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a *.” for the computer name
if a local computer.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target KR computer.

Service Names: Enter or select the Windows Service Name for the desired Windows Service. Default values for
KR required MSMQ services are prefilled.
Check Message Queue (MSMQ) KR application sender server service

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a *.”" for the computer name
if a local computer.

Credentials: Enter the windows authentication information for the target computer. The windows account
should have local administrator rights on the target KR computer.

Service Names: Enter or select the Windows Service Name for the desired Windows Service. Default values for
KR required MSMQ services are prefilled.
Check KR central site server free disk space

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a“.” for the computer
name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Check KR ETL server free disk space

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a‘.” for the computer
name if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Drive: Enter the appropriate drive letter.

Threshold: Enter the appropriate threshold value.

Check KR central site receiver status

Input parameters

URL: Enter the URL for the KR server status. Replace the <host> with the KR server name and <port> with port
number (if not default port). If SSL connection, use URL format https://<host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.
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Check KR application sender status

Input parameters

URL: Enter the URL for the KR server status. Replace the <host> with the KR server name and <port> with port
number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.
Check KR central site server windows event log

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a *." for the computer name
if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Source Name: Enter the source name of the log entry
Event ID: Enter the Event ID to be tested. If not known, leave blank.
Event Type: Select the type of event you want tested.

Match Keywords in the Event Log: If selected, then at least one of the keywords entered must match the Event
Log message to be successful. If you do not select Match Keywords in the Event Log, then none of the entered
keywords should match to be successful. (Optional)

Keyword 1, Keyword 2, and Keyword 3: Enter the keywords to match to the Event Log message. (Optional)

Retrieve messages logged within the: Enter an appropriate number of seconds.
Tungsten Monitor retrieves only those logs generated from zero seconds to the selected number of seconds.
You need to enter the number of seconds best fitting the events you are testing.

Check KR application sender server windows event log

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a *.” for the computer name
if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Source Name: Enter the source name of the log entry
Event ID: Enter the Event ID to be tested. If not known, leave blank.
Event Type: Select the type of event you want tested.

Match Keywords in the Event Log: If selected, then at least one of the keywords entered must match the Event
Log message to be successful. If you do not select Match Keywords in the Event Log, then none of the entered
keywords should match to be successful. (Optional)

Keyword 1, Keyword 2, and Keyword 3: Enter the keywords to match to the Event Log message. (Optional)

Retrieve messages logged within the: Enter an appropriate number of seconds.
Tungsten Monitor retrieves only those logs generated from zero seconds to the selected number of seconds.
You need to enter the number of seconds best fitting the events you are testing.
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Check KR ETL server windows event log

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR computer. Use a *.” for the computer name
if a local computer.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Source Name: Enter the source name of the log entry
Event ID: Enter the Event ID to be tested. If not known, leave blank.
Event Type: Select the type of event you want tested.

Match Keywords in the Event Log: If selected, then at least one of the keywords entered must match the Event
Log message to be successful. If you do not select Match Keywords in the Event Log, then none of the entered
keywords should match to be successful. (Optional)

Keyword 1, Keyword 2, and Keyword 3: Enter the keywords to match to the Event Log message. (Optional)

Retrieve messages logged within the: Enter an appropriate number of seconds.
Tungsten Monitor retrieves only those logs generated from zero seconds to the selected number of seconds.
You need to enter the number of seconds best fitting the events you are testing.

Check KR ETL log files error count

Input parameters

Optional Server Name: Reserved for future use, do not enter the server name.

Log File Name: Browse or enter the file path (UNC share or local file path to:
C:\ ProgramData\ Kofax\ Reporting\ KofaxReportingETLAgent\ Log \ KfxReporting_ETL_Agent.log

Credentials: Enter the authentication information for the target KR computer. The windows account should
have local administrator rights on the target computer.

Search for: Enter a search string using simple text or a search string using regular expressions. The default value
of ERROR | WARN will count all log records with an ERROR or WARN status.

Filter by records older than: Select a search range by time in minutes. The date time regular expression is used
to find the date time in the log record, then the date time pattern is used to parse the date time string. Both are
required and the defaults are set for the KfxReporting ETL_Agent.log format.

Maximum number of errors: Select the maximum number of search string matches to return. A -1 (default)
indicates unlimited number of search string matches indicating an error.
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Database

KR database availability
* Check KR database services
* Check KR database is responding to query
* Check KR database size

Check KR database services

Input parameters

Computer Name: Enter the Host Name or IP Address of the target KR database computer.

Credentials: Enter the authentication information for the target computer. The account should have local
administrator rights on the target computer.

Database Provider: Select the KR database type - SQL Server or Oracle. SQL server is the default database
provider.

Service Names: Enter or select the Windows Service Name for the desired Database Service. Default values for
the selected database type are prefilled.
Check KR database is responding to query

Input parameters

Database Settings: Select the ODBC DSN, and then enter the correct ODBC DSN Name and authentication
information for the KR Database. The ODBC DSN should be previously defined as discussed in the Using the
Tungsten Reporting Wizard section.

Check using windows impersonation if not using SQL authentication.

Check KR database size

Input parameters

Database Settings: Select the ODBC DSN, and then enter the correct ODBC DSN Name and authentication
information for the KR Database. The ODBC DSN should be previously defined as discussed in the Using the
Tungsten Reporting Wizard section.

Check using windows impersonation if not using SQL authentication.

Threshold: Enter the appropriate threshold value.
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Reporting Metrics

KR operational throughput and exceptions:
* Check WSA central site receiver inbound active messages
* Check WSA central site receiver inbound processed messages
* Check WSA central site receiver outbound active messages
* Check WSA central site receiver outbound processed messages
* Check WSA application sender inbound active messages
= Check WSA application sender inbound processed messages
= Check WSA application sender outbound active messages
= Check WSA application sender outbound processed messages
= Check Message Queue (MSMQ) KR central site performance
* Check Message Queue (MSMQ) KR application sender performance

Check WSA central site receiver inbound active message count

Input parameters

URL: Enter the URL for the KR message status. Replace the <host> with the KR server name and <port> with
port number (if not default port). If SSL connection, use URL format https:/ / <host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value. The default is less than 100 messages.

Check WSA central site receiver inbound processed message count

Input parameters

URL: Enter the URL for the KR message status. Replace the <host> with the KR server name and <port> with
port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value. The default is less than 100 messages.

Check WSA central site receiver outbound active message count

Input parameters

URL: Enter the URL for the KR message status. Replace the <host> with the KR server name and <port> with
port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value. The default is less than 100 messages.

Check WSA central site receiver outbound processed message count

Input parameters

URL: Enter the URL for the KR message status. Replace the <host> with the KR server name and <port> with
port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value. The default is less than 100 messages.
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Check WSA application sender inbound active message count

Input parameters

URL: Enter the URL for the KR message status. Replace the <host> with the KR server name and <port> with
port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value. The default is less than 100 messages.

Check WSA application sender inbound processed message count

Input parameters

URL: Enter the URL for the KR message status. Replace the <host> with the KR server name and <port> with
port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value. The default is less than 100 messages.

Check WSA application sender outbound active message count

Input parameters

URL: Enter the URL for the KR message status. Replace the <host> with the KR server name and <port> with
port number (if not default port). If SSL connection, use URL format https:/ /<host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value. The default is less than 100 messages.

Check WSA application sender outbound processed message count

Input parameters

URL: Enter the URL for the KR message status. Replace the <host> with the KR server name and <port> with
port number (if not default port). If SSL connection, use URL format https:/ / <host>:<ssl port>.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Threshold: Enter the appropriate threshold value. The default is less than 100 messages.
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Check Message Queue (MSMQ) KR central site performance

Input parameters
Host Name: Enter the Host Name or IP Address of the target KR Central Site computer running MSMQ.

Comparison Test: Make a selection to be used for test comparison from the drop-down list.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Output Metric: If using Dashboard Metrics, select the desired KR MSMQ predefined metric.

Performance Counters: Select ‘refresh counters’ button to populate the grid with MSMQ performance counter
information. Select the check box next to Property by choosing the appropriate Entry to be used in this test for
testing either Bytes or Messages in the selected MSMQ Queue.

Check Message Queue (MSMQ) KR application sender performance

Input parameters
Host Name: Enter the Host Name or IP Address of the target KR Central Site computer running MSMQ.

Comparison Test: Make a selection to be used for test comparison from the drop-down list.

Credentials: Enter the authentication information for the target computer. The windows account should have
local administrator rights on the target computer.

Output Metric: If using Dashboard Metrics, select the desired KR MSMQ predefined metric.

Performance Counters: Select ‘refresh counters’ button to populate the grid with MSMQ performance counter
information. Select the check box next to Property by choosing the appropriate Entry to be used in this test for
testing either Bytes or Messages in the selected MSMQ Queue.
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Using Dashboard Metrics — Tungsten Capture Example

The next sections will step through an example of creating a Tungsten Capture based dashboard metric.

Define the metric evaluation

1) Install the Tungsten Monitor base dashboard metrics - see the Tungsten Monitor Install and Setup Guide,
‘Installing Dashboard Metrics” section.

2) At the Tungsten Monitor Server, start the Tungsten Monitor Admin Console by clicking the Tungsten
Monitor Admin Console icon on the desktop.

Kofax
Monitor
Admin
Console

The Tungsten Monitor Admin Console is displayed:

i Tungsten Monitor Admin Console - O X

Fle Edit View Action Log Help

E- %@ X @iruE (1 ETF5TENe- DR STE O EAD0F5H
=185 Servers
-0 W2K19-KM-001 (Local: 0,0,20,11)
#-L2 DemoMonitar

[ H Kofax_Capture

Diagram General Browser ErrorLlog Intervals Proxy Reports Schedules Notes
oo cooure
508 Kofax_Communication_Server The Application Diagram shows the Resource relationships in a Monitor. Each box in
A2 o ‘F t OFfi S‘ the diagram represents a Resource. Lines represent relationships between Resources.
otax_Front_Office_server Resources are tested in the order of their relationships, from left to right.
72 Kofax_Front_Office_Server_MFP )
7L Kofax_Import_Connector Ronioisipeds
7S Kofax_MFP_Device
HLS Kofax_Reporting Refresh  Edit

5L Kofax_TotalAgility

F-L2 Kofax_Transformation_Modules
P8 Kofax_VRS

-2 W2K19-KM-001 (Remote: 0)

@ Kofax Capture

2 | Capturs Anatytics Pratiorm

Ready £ 5/4/2024 1:35:25 PM ~

3) Select Metric Manager from the Tungsten Monitor Admin Console File menu.
E-‘i Tungsten Monitor Admin Console

File | Edt View Action Log Help
New 3

l;_.

to

Distributed Server Configuration...
Import/Export Wizard...
Credentials Manager...

Groups Manager...

Permissions Manager...

Metric Manager...

Active Monitors...

Parameter Store...

Proactive Actions...

Multi Server Settings...

o
o
o

I W ] S

Save Crk+s
Exit
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4) For this example, select the Individual queue batch count metric.

4] Metric Manager O X
Use Metric Manager to manage Scorecard Metrics. You can define and edit metric definitions and evaluations.
DEae XA
Name (191) Enabled Date Modified Description n
|+ Kofax.KC.Server. AttendedModule... Yes 10/8/2010 10:55:26 AM  Rate of completed batches at attended modules
|47 Kofax.KC.Server BatchAgeCount Yes 10/8/2010 10:39:26 AM  Aged batch count
{ rver,BatchQueueCount  Ye 2(23/2020 11:40:27PM  Individual queue batch count
|| Kofax.KC.Server BatchTotalCount  Yes 10/8/2010 10:40:25 AM  Total batch count
|+ Kofax.KC.Server. StationLicensel... Yes 11/22/2010 3:07:08 PM  Station license in use count
[l Kofax KC.Server StationTotalCount  Yes 10/8/2010 11:01:08 AM  Total station license used count v
< >
Evaluations

Schedule Failure Status

Warning

Description

« Error Message: Metric <%=MetricName®%> failed with a value of <%=MetricValue%>

5) Update the metric description information and optionally assign a unit cost value and cost description. For
example, the cost can be used to indicate the unit cost of processing a batch in the assigned queue.

Metric  Evaluations

Description:

Metric - Kofax.KC.Server.BatchQueueCount

Kofax.KC.Server,BatchQueueCount

X

Individual queue batch count

Cost 1:

Cost 2:

[ enabled
] save Results

0.000 -3 |

0.000 2 [

Description:

Description:
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6) Select the Evaluations tab and define a metric evaluation. For this example, evaluation 1 is to alert if the
Scan Queue has more than 2 batches in its queue. For more information metric evaluations, see the Tungsten

Monitor Admin console online help, ‘Creating a new metric’ section.

D4da X

Metric - Kofax.KC.Server.BatchQueueCount

Metric Evaluations

Failure Status
Warning

Error Message

Metric <%=MetricName %> failed with a value of <%=MetricValue%>

[[] Schedule
[4] mtribute Filter

Queue=Scan

[[] Test Expression

[[] Test Min Value

[ Test Max Value

[[] Test Average Value
[[] Test Change In Value
[] Test Last N times

2,000 =

Test Max Value

If set, the Evaluation will fail if the Metric value is greater than the specified maximum value.

[oc ][ cance

7) Click OK to save the updated metric. The updated evaluation should display for the metric.

Kofax.KC.Server.BatchQueueCount

2/23(2020 11:43:16 PM

Individual queue batch count

|#4] Metric Manager - O X

Use Metric Manager to manage Scorecard Metrics. You can define and edit metric definitions and evaluations.

NELe XA
Name (191) Enabled Date Modified Description n
|#ilKofax.KC.RemoteSite BatchTotal...  Yes 10/8/2010 11:12:14AM  Batch total count at remote site
\#|Kofax,KC.RemoteSite PolingError... Yes 10/8/2010 11:12:33 AM  Polling error count of remote site
|#flKofax.KC.Server, AttendedModule... Yes 10/8/2010 10:53:38 AM  Completed batches at attended modules
| Kofax.KC.Server. AttendedModule... Yes 10/8/2010 10:55:26 AM  Rate of completed batches at attended modules
\#|Kofax,KC.Server.BatchAgeCount Yes 10/8/2010 10:39:26 AM  Aged batch count

Evaluations

Schedule Failure Status

Warning

Description

« Maximum Value: 2
« Attribute Filter: Queue=Scan
« Error Message: Metric <3t=MetridName %> failed with a value of <%=MetricValue:>

Using the Tungsten Monitor Wizards

Page 134 of 170



Add the metric to the Tungsten Capture Monitor test

1) Using the Tungsten Capture Wizard, select Capture Metrics component, and then ‘Queue counts are too high or
too low’ test. Complete the settings as appropriate for the test. See the previous section ‘Using the Tungsten
Capture Wizard’ for detailed information.

E.:‘ Tungsten Capture Wizard

TUNGSTEN

Capture Metrics

Select what to test:

Queue counts are too low or too high

Database Settings:

' [None]
Site Name:

O

Host Name:

Object Identifier (OID):

11.36.1.4.1218123.1.1.1.22

Local Port:

[

Remote Port:

161

Community:

public

Thresholds:

Name Low

»
Quality Control

Recognition Server

o o o o

Validation

High
100
100
100
100

Description
Verify Capture operating metrics.

< Back

Next >

Cancel

2) Before adding the test to the monitor, verify the ‘output to metric” selection is checked. This will save the test
result as a metric value and the metric evaluation will override the test evaluation (assuming the metric is

enabled).
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TA| Tungsten Capture Wizard

— m] >
TUNGSTEN __ﬁ Test Definition

Resource Name:
|Capture Metrics

Test Description:
|Check Individual Gueue Counts

|
Expected Response:

OK
¥ Run Test H Add Test Timeout: 605 Secondis)
] Tum On Debug Messages

O

a Kofax KC.Server BatchQueusCount

Description
Define. Run and Add your Test.

You can define multiple Tests, and specify the Resource associated with your Test

< Back Next = Cancel

3) Complete the Tungsten Capture monitor.

4) Start the Tungsten Capture Monitor to have the monitor tests collect the metric data.
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Viewing a metric

There are several ways to view the metric values:

1. Individual view using the Monitor Metric tab

2. Detailed comparison view using Dashboard metrics
Monitor Metric tab:

1) To view the Individual Queue Count metric, select the monitor in the Tungsten Monitor User Console.

Status: Warning
System Dashboards / Manitors / Kofax_Capture v @& Y Last Run: 5/4/2024, 3:20:17 PM S

Press | F11 | to exit full screen

Diagram

Kofax_Capture - Kofax Capture Monitor

Diagram

[f:onnectivity

[Platforrn

[Database

[Capture Metrics

Kofax Capture

[

[Remote Site
Powered by Reveille

[

Email Import

Web Service
Import

W
W
W
W
Capture Licensing |
W
W
|
)

ICapture Analytics Platform

2) Next select the Metrics tab. In the Metric drop down, select the Tungsten.KC.Server.BatchQueueCount metric,
the Queue attribute, and the Scan value to display the Scan queue counts for the desired date.

Status: Not Tested
N onitor~ System Dashboards / Monitors | Kofax_Capture v B8Y Last Run: 5/4/2024, 12:40:27 PM

]

Metrics
4 Dashboards

e SN ofax_Capture - Kofax Capture Monitor @

Metrics v

ll Reports

A Administration

) Tungsten

B Tungsten - KC5
7 About
? Help

Poy
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Using the Tungsten Monitor Wizards

Viewing a Dashboard

1) To create a Dashboard, select Dashboard under the Administration tree in the Tungsten Monitor User
Console.

+ CREATE NEW DASHBOARD

Kofax Capture Queue

Kofax Capture Queue

Dashboard Icon @

ul

Cards
+ Add Card
@ (M [Capture Queue Level
[ Moritors

Notifications Remate Dashboard

System Status

2) Select Create Dashboard. Complete the information for a new Dashboard view as shown above. Click
Create. Then select the created Dashboard name under the Dashboard tree. In the example below we will
create chart views for the Export and Validation Queue levels.

Queue Level

Current Visuals
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3) Select the Gear settings icon, then select Timeline. Enter the desired Dashboard Timeline settings. Click

Save changes.

£ Settings

Capture Queue Level
Card Type: Metrics

& Card Level Settings

Refresh Every none

‘ Today ‘ Last.. ‘FromiTo

days

4) Select the Add New Visual, then Edit New Visual.

{8 Settings

Capture Queue Level
Card Type: Metrics

Card Level Settings

Timeline Info Report Settings

Current Visuals

New Visua

Using the Tungsten Monitor Wizards

afll

Visuals

m o R

Edit New Visual
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5) Select edit name and enter the visual name.

{3t Settings

Export Queue

< Card Setiings / Visual Settings

Y & B

Filters Chart Display Evaluations

Main Configuration

6) Select Filtering and select the Tungsten.KC.Server.BatchQueueCount metric, the Queue attribute, and Export as
the Attribute Value. Select desired chart type and color. Click Save changes.

{8 Seitings
Export Queue

< Visual Level Settings

Kofax.KC.Server.BatchQueueCount

¥ Area-Opaque V¥
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7) The Export Queue visual will now display in the dashboard.

8) Repeat the same steps to add the Validation Queue visual.

Visuals v } )
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9)

Use the Visual Card Level Settings option to display multiple visuals on a single visual row.

{3 Settings

Capture Queue Level
Card Type: Metrics

& Card Level Settings

Visuals per row

Monitor™ Kofax Capture Queue

Capture Queue Level
4 Dashboards

Add Dashboard
Kofax Capture Queve
« System Dashboards
System Status
Monitors
Groups
Servers

il Reports

@ Administration

B Logs

& User Settings
2 Tungsten

B Tungsten - KCS
? About

7 Help

Powered by Reveille

Using the Tungsten Monitor Wizards
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Viewing a Dashboard report

To view a Dashboard report:

1) Select the Dashboard under the Dashboard tree in the Tungsten Monitor User Console. Then select the menu

option (3 dots) next to the Gear settings icon.

Kofax Capture Queue = 1 =

TUNGSTEN
Monltors:

Capture Queue Level

# | Validation Queue

WA

Export Queue

2) Next select either the Grid, PDF, or Excel data export icon. A PDF report example is below.

Export Queue.pdf - Adobe Acrobat Standard 2020
File Edit View Window Help

Home  Tools Export Queue.pdf  x

B ® 8 X8 Q ®© | MHOOG

100%

BT B 2 a D

Kofax Capture Queue
Capture Queue Level

Export Queue

300

0

5/2/2024 3:49 PM 5/3/2024 3:49 AM 5/3/2024 3:49 PM 5/4/2024 3:49 AM 5/4/2024 3:49 PM
Count Min Max Avg 90 Pct
@ Export 288 100.00  300.00 197.32  282.00
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Tailoring Tungsten Monitor Event Log Notifications

Tungsten Monitor notifications can be written to a windows event log. Specific windows” event log values can
be changed at the individual Tungsten Monitor test level, allowing increased granularity during keyword
processing of windows event log events.

The following window event log values for a Tungsten Monitor test can be changed:

Source = <ComputerName> of the Tungsten Monitor server

Windows Log Name = Tungsten

Category = 999
Eventld = 9999

The above window event log parameters can be overridden by setting the value in a test’'s POST data field as
shown below:

Edit POST Data

Encode Parameter Value Resolved Value
B eatchitme | 1440 1440
L] Ignorel
Ll Not
O Metric Kofax.KC.Server.BatchAge... |Kofax.KC.Server.BatchAge...
O SiteMame KX-11-002 KX-11-002
BatchClass Order Forms Order Forms
O BatchPriority  |1,2,3,4,5,6,7,8,9,10 1,2,3,4,5,6,7,8,9,10
O Source KofaxMonitor KofaxMonitor
d LogName Kofax Kofax
J Category 123 123
Cd Eventld 9876 9876
=
Toggle Encode <] Monitor Parameters... OK

Cancel

ped

The resulting windows application Tungsten event log entry reflecting the above parameter changes for an alert
notification is as follows:
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Kofax  Number of events: 1

EventID Task Category

Level Date and Time
©ckror 2/24/2020 1:58:37 AM
Event 9876, KofaxMonitor

General Details

Log Name: Kofax
Source: KofaxMonitor
Event ID: 9876

Level: Error

User: N/A

OpCode:

More Information: Event Log Online Help

Using the Tungsten Monitor Wizards

The following error occurred on Kofax_Capture / Capture Metrics (Check Batch Processing Time) at 2/24/2020 1:58:29 AM EST :

‘Error: At SiteName KX-11-002 are 6 batches for batch class names Order Forms with batch priority 5, exceeding the threshold of 1440 minutes in batch processing.

Batch names include: 1/28/2018 10:56:33 AM, 1/28/2018 10:58:27 AM, 1/28/2018 11:21:42 AM, 4/9'(URL=http://localhost/ReveilleT ests/Kofax/CheckBatchTime.aspx?Timeout=60
&SQL=Kofax_SQLCheckBatchTime_Class_v11.sql&DSN=KC11DB&UserlD=E-KC11DB&Password=8&Debug=1)

Logged: 2/24/2020 1:58:37 AM
Task Category: (123)

Keywords: Classic

Computer: W2K19-KM-001
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Tungsten Monitor — Tungsten Communications Server Use Cases

The next section describes common Tungsten Monitor use cases for common KCS operating scenarios.

Configuring a notification (alert)

One of the key features of Tungsten Monitor is to send notifications, also known as alerts. Here is a summary
overview on how to configure and find the information.

1. Start the Tungsten Monitor User Console and configure the email address for the Tungsten Monitor users

TUNGSTEN | o s (B HET

Add a New Employee
& Dashboards Employee Name employee name Employes Id
o* System Dashboards ail A employee@company.com Email Priority Normal v
sl Reports Work Phone Number Home Phone Number
Cell Phone Number SMS Email Address
0 Administration
Notification Method Email v Device Pin Number /
Dashboards E Alert Address
Downloads 4 Suppress New Notification Interval 0
Employees
— 2 Custom Field 1
= = Custom Field 2
Metrics ] Custom Field 3
Monitors LY Custom Field 4
& Custom Field 5
Notify When Available Notify On Notify On Bad Notify On Severity 4

Notify On Severity 3 Motify On Severity 1

o @

|
&

Security

2. Start the Tungsten Monitor Admin Console:

Server: ‘HVKMWZKBDE (Local)

General | Database | Colors  Alerts

Maintenance | Proactive | Prioy | Schedules |

Alert Settings

Enter the Sendet's e-mail address to use For any alert notifications, and specify where
to send application error notifications,

From:
IKM@tqa-Iink.tDpcall.u:u:u.at

To:
M E-mail recipient IMariDnKaiinnger j

™ Remate Windows event g I
[T Local Windows event g

Mail Server Settings {Optional)

By default, the local I15 SMTP Server is used to send mail using port 25, To use a
different SMTP Server, specify its setkings below,

Server Address: (Examples: "mail. yourcompany.com', "mail, wourcompany, com: 33"
[10.20.0.97

3. Enable E-mail recipient and select the recipient form the user console.
4. Assign for each “test” the user who should get the email notification:
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Fle Edt View Action Log Hep

- el |42 © v ESSGSRRE T el @8 Ha @ % H
gy Test; Check KCS license usage for TCHW
=142 M HVKMW2KSDE (Local) est: /Lneck KL license usage for [V
> Y
¥ Eé e General | Coefiguration | Errors | Reports oty Employes INotfy Support Group | Schedkdes |
= KCs9o
181 Comemunication Server Licensing Spedify the Employees to notify when an error occurs for this Test, Use the User
Check KCS license usage for TCAW Console to add to or modify the list of available Employees,
= Eg Comeunication Server Metrics el s
(@) Checkif KCS message queue number of page vailable Employees R ssigned Employees
@ Check if KCS message queue number of page E;:;Log MarionKaiblinger i

Licensing

As a KCS system administrator you want to be informed if licenses are going to be fully consumed, so I have the
possibility to extend the licenses.

For this you can use the “Tungsten Communication Server” Wizard for “Communication Server Licensing”:

Open the Tungsten Monitor Admin Console
Add a new test with the wizard

Select "Tungsten Communication Server Wizard"
Press next

Select "Communication Server Licensing"

AR

Example a): You want to be informed if one of the user based licenses of the Microsoft Exchange Integration,
Lotus Notes Integration, KCS Client f. Windows, KCS Player or KCS Web are fully consumed:

e TCfW User: License Type = TC/TCFW.

e KCS: Maximum TCfW License 10, Actual 10 used licenses.

o KM: Set Minimum e.g. 1, Maximum to 9.

e Result: With 10 licenses used, there be an error as the maximum limit is reached.

KM Configuration:

_gJ Communication Server Licensing

Select what to test

Number egistrations are too high or too low

Computer Name:

|vmkm12-cockpit

Credentials:

|_§'_‘| vmkmr2-cockpit_admin j _I
KCS Server:

[at01t0pri = AI
License Type:

|TC/TCRW [ E

Minimum Threshold:

| 1 ::j [minirmum number of licenses)

Maximum Threshold:
|9 ::I [mazimum number of licenses)
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~ ¥4/ Test Definition
—

Web Server Performing Test:

hucahuﬂ

Resource Name:

IEDmmunicatiDn Server Licensing

Test Description:
IEhrsck KCS license usage

Expected Response:
WMI TEST OK -

/|

¥ Run Test | |l Add Test I Timeout: I B0 3: Second(s)

¥ Tum On Debug Messages
™ Output Metric

Execute "Run Test”:

# Test Result: Passed

The Test returned the following result:

WHMI Class: License

Test: Zerwer = atOltlpri License Type = TC/TCFW Min = 1 Max = 29
License Type = TC/TCFW Count = 7

WMI TEST 0K

= OK; Limit not reached

@ Test Result: Passed | x|

The Test returned the following result:

iﬂT-II Class: License

Test: Server = atOltOpri License Type = TC/TCFW Min = 1 Max = 9
License Type = TCA/TCFW Count = 9

WHMI TEXT 0K

= OK; Limit still not reached
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Test Result: Failed

The Test returned the following result:

idT-II Clazss: License

Test: Server = atOltOpri License Type = TC/TCFW Min = 1 Max = 9

License Type = TCA/TCFW Count = 10

ERROE: 3Server atlltOpri haz 10 used licenses, abowve the 9 license count limit.

= Error; Limit reached

Example b): You want information if one of the device based licenses of the MFP Integration (file or SMTP based)
fully consumed.

e License Type = TC/LINK-MFP.

o KCS: Maximum TC/LINK-MFP License 5, Actual 0 used licenses.

e KM: Set Minimum e.g. 0, Maximum to 4.

e  Result: With 5 licenses used, there is an error as the maximum limit was reached.

KM Configuration:

_J Communication Server Licensing

Select what to test:

INumI:uer of K.CS license registrations are too high or too low j

Computer Hame:

IvmkmrE-CDckpid

Credenhals:

I &) vmkmrZ-cockpit_admin j _l

KC5 Server:
| at0n t0pri R BE
Licenze Type:
| TC/LINK-MFP = A

Minimum Threzhold:

| i = [minimum number of licenses]

Maximum Threshold:

|4 ﬁ [maximurm number of licenzesz)

Example c): You want to get information if one of the user or device based licenses has reached a certain
threshold based on an absolute number (e.g. user licenses reached 500).

e License Type = TC/LINK-MX?7.

e KCS: Maximum TC/LINK-MX7 License 500, Actual 0 used licenses.

¢ KM: Set Minimum e.g. 0, Maximum to 449.

e Result: With 450 licenses used, there is an error as the maximum threshold limit is reached.
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KM Configuration:

_J Communication Server Licensing

Select what to test:

Humber of k. ze reqgistrations 0 high or oo o

Computer Hame:

IvmkmrE-cu:u:kpit

Credenhals:

I &) vmkmrZ-cockpit_admin j _l

KLCS Server:

| t01t0pri R e
Licenze Type:

| TEALINKMA7 =l 4

Minimum Threshold:

| 1 = [minimum number of licenses)

Maximum Threshold:
|44E| ﬁ [masimum number of licenses)

The threshold limit has to be manually calculated and set.

Example d): As a KCS system administrator you can have a graphical overview about the actual license situation.
You want to have visual information where you can see a list of licenses with bars reflecting the usage of the
licenses.

For this you need to configure metrics for the tests, so that the data can be evaluated and be viewable within
dashboards.

e Create KCS license test (e.g. for TCfW user licenses) and check the “Output metric” checkbox

_J Communication Server Licensing

Select what to test:

INumI:uer of K.C5 licensze registrations are too high or too low j

Computer Hame:

IvmkmrE-mckpit

Credentials:

Ii‘] wrnkmr2-cockpit_adrin j _l
KCS Server:

|at01t0p = 4
License Type:

[TE/TCPw EE

Minimum Threzhold:

| 0 = [minimum number of licenses)

M aximum Threzhold:

| 100 = [maximum number of licenses]
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W_-‘.‘ Tungsten Communication Server Wizard

TUNGSTEN i :a Test Definition

Resource Name:

|Communication Server Licensing |

Test Description:
|Check KZS license usage |

Expected Response:
WMI TEST CK

¥ Run Test |l Add Test Timeout: 60/ Second(s)
[J Tum On Debug Messages
[J Output Metric

9 Kofax KCS. Server LicenseCount

¢ Next you need to define the metric (click on the “...” browse button).
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Metric - Kofax.KCS.Server.LicenseCount

Metric  Evaluations

DX

Failure Status
| Warning

Error Message

Metric <% =MetricName > faled with a value of <% =Metricvalue%:>

[[] Schedule

[[] mstribute Filter

[[] Test Expression

[] Test Min Value

[ Test Max Value

[[] Test Average Value
[[] Test Change In Value
[] Test Last N times

[] Test Occumences
[[] Test by Type

Use this page to manage Evaluations for this Metric. The Metric's status is equal to the worst
Failure Status of all the Metric's Evaluations. Each Evaluation can perform one or more tests.

| conce

* You can specify additional failure states.

¢ Important note: The metric evaluation criteria overrule the threshold value of the test. E.g. if you define a
threshold of min=10 and max=20, you also need to set this value in the metric (Test Min Value and Test Max
Value).

e Next you need to start the Tungsten Monitor user console.

¢ Go to “Administration -> Dashboard” and add a new Dashboard. See the previous section “Using

Dashboard Metrics” for an example of Dashboard creation.

e The attributes are selectable after the first test run. Before that the database is still empty and cannot be
viewed.

e Within Dashboard, you can select the defined view and have a history of the selected metric.

KCS License Count

KCS License Count

TC

TCFW

Q

¢  One can view the metric data in a grid, PDF report, or download as in Excel format:
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KCS License Count

KCS License Count

Date time + 4 Value & LicenseType o
Y - | ¥ Y
2/24/2020 3:00:00 AM 46 TC/TCFW
2/24/2020 2:00:00 AM 30 TC/TCFW
2/24/2020 1.00:00 AM 36 TC/TCFW
2/24/2020 12:00:00 AM 7 TC/TCFW
2/23/2020 M.00:00 PM 44 TC/TCFW
2/23/2020 10:00:00 PM 1 TC/TCFW
2/23/2020 2:00:00 PM 21 TCITCFW -

Message Throughput

As a KCS administrator I want to recognize if there any delays in the message-processing of the KCS messaging
system.

For this you can use the “Tungsten Communication Server” Wizard:

Open the Tungsten Monitor Admin Console
Add a new test with the wizard

Select "Tungsten Communication Server Wizard"
Press next

Ll s

Example a): For a specific queue (e.g. FAX queue or SMS queue) you can see the number of messages waiting to
be sent (Queue-Length).

e Select “Messaging Servers”.

e Select “Check KCS message server number of unread messages for a user is too high”.

e  User Name = TCLWMQI.

e KCS: Actual 0 used licenses.

e KM: Set Threshold to e.g. 4.

e Result: With 5 messages waiting in the outbox, there is an error as the maximum threshold limit is
reached.

KM Configuration:
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@E! Messaging Servers

Select what to test:

IEheck k.C5 message server number of unread messages for a user iz too high j

Computer Hame:

IvmkmrE-cu:u:kpit

Credenhals:

I &) vmkmrZ-cockpit_admin j _l

KC5 Meszaging Server:

|t t0pi [ E
Uzer Hame:

[TELWwM] =
Threzhold:

|4 ﬁ [masimum number of unread meszages for a user|

KCS: 4 messages in the outbox of the TCLWMOQI (SMS) Queue:

@ Test Result: Passed

The Test returned the following result:

iﬂ'HI Clasz: Jerver
Test: Jerwer = atlltOpri Max Threshold = 4

Uzser = TCLWMQI Number 0f Unread Messages b}
WHMI TEST QK
-> OK

KCS: 5 messages in the outbox of the TCLWMQI (SMS) Queue:

Test Result: Failed ®

The Test returned the following result:

WHMI Class: %erver

Test: Serwver = at0ltOpri Max Threshold = 4

Uzer = TCLUMQI Number 0Of Unread Messages = 5

ERROE: Serwer at0ltOpri has 5 unread messages for user TCLWMQI, above the 4 unread message count limit.

->Error

Alternatively:

e Select “Communication Server Metrics”.

e Select “KCS message queue is too high or too low”.

e  User Name = TCLWMQI.

e KCS: Actual 0 used licenses.

e KM: Set Minimum Threshold to 0 and Maximum Threshold to e.g. 4.

e Result: With 5 messages waiting in the outbox, there is an error as the maximum threshold limit is
reached.
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KM Configuration:

Communication Server Metrics

Select what to test:

Computer Mame:

IvmkmrE-ccu:kpit

Credentials:

IEJ vmkmr2-cockpit_admin j _l
KC5 Server:

IatEI'ItEIpri =] 3
Queue Mame:

|TCLwMal =]
Minimum Threshold:

||:| :I [mirirnum number of quewe entries]

M aximum Threzhold:

|4 :I [masimun humber of queus entrigsz]

The number of waiting messages can be shown in a 2D-graphical line-chart over the time.
The chart should cover a specific, configurable time period (e.g. one day or one week).

For peak values it should be clearly visible within the chart, at which time these peaks occurred.

These can be charted in Dashboard Views by following the same flow as shown in the previous example for KCS
license counts.

Example b): For a specific queue (e.g. outgoing SMTP traffic) you can see if messages in this queue are waiting
longer than defined by a Service Level Agreements (Queue age).

e Select “Communication Server Metrics”.

e Select “KCS messages are processing too slowly”.

e User Name = TCLSMQ4.

e KCS: Actual 1 Message in queue.

e KM: Set Threshold to e.g. 7200 seconds.

e Result: With 1 message waiting in the outbox for 7201 seconds or more, there is an error.
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KM Configuration:

~ . Communication Server Metrics

Select what to test:

Computer Hame:

IvmkmrE-cnckpit

Credentials:

Ii‘] wmkmr2-cockpit_admin j _I
KCS Server:

|01 t0pi =] ﬁl
Queue Mame:

|TCLSMO4 =l
Threzhold:

I?EEIEI ﬁ [rmasirnurm queue age in geconds]

The maximum waiting time for all messages in this queue should be shown in a 2D-graphical line chart over the
time. The chart should cover a specific, configurable time period (e.g. one day or one week).

If several messages are waiting in the queue, the chart should show the maximum waiting time value calculated
from all these messages.

If there are peak values, it should be clearly visible within the chart, at which time these peeks occurred.

These can be charted in Dashboard Views by following the same flow as shown in the previous example for KCS
license counts.

“ ¥ Test Dehimtion
L

Weh Server Performing Test:

IIl:n:thI:ust

Resource Mame:

I Communication Server Metrics

Test Description:

Il:heck if K.C5 messages are processing too show

Expected Rezponse:
WMI TEST 0K -]

=
¥ Run Test | _H.-‘i‘-.u:ld Test | Timeu:uut:l EDE: Second(z]

W TumnOn Debug Meszages
v Clutput bMetric

ﬂ IKDfa:-:.KES.Server.ﬂueuaﬁ.ge j _l
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Metric - Kofax.KCS.5erver.Queuefge

Metric | Evaluations I

MName:

IKDFax.KCS.Server.Queue.ﬁ.ge

Descripkion:

|queue age

Cosk 1: Description:
| 0,000 = |

Cosk 2: Description:
| 0,000 = |

¥ Enabled

¥ Save Results

"Metric  Ewaluations |

5 X

Metric - Kofax.KCS.Seryver.Queuefge

Failure Status

I'-.-'-.-'arning

Error Message

Schedule
Attribute Filter
Test Expression

Test Min Yalue

S i i

Test Max Yalue

Test % Change
Test Last M times

Test Occurrences

i B i

Test by Type

Metric =%=Metrichlames > Failed with a value of <%%=Metricvalues >

Test Average Yalue

=

Using the Tungsten Monitor Wizards

Example c): As a KCS administrator, you can be alerted if single channel is in error state.

IJse this page to manage Evaluations For this Metric, The Metric's status is equal ko the worst Failure
Status of all the Metric's Evaluations. Each Evaluation can perform one or more tests,
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You can configure which channels are monitored and select a channel in a comfortable way (e.g. by specifying
channel group or specific channel). It should be configurable which error states trigger an alert, e.g.:

e timeout

e channel not loaded
e line error

e line restarting

e channel in wait state

Test of a single channel status:

@,[;! Messaging Servers

Select what to test:

r ztatuz of a channel

Computer Hame:

IvmkmrE-cu:u:kpit

Credenhals:

Ii‘] wmkmr2-cockpit_admin j _l

KC5 Messzaging Server:

[atDt0p EEY

Channel Humber:

[10 =l il
Channel S5tatus to Alert On:

[] Mo Emar

[w] Line error

[w] Tirreot

[w] Mot loaded
™| Line restarting

e  Only 1 channel number can be specified.
e Analert will be sent, if one of the above conditions for channel number 10 is met. E.g., an alert will be
sent if the channel 10 has a line error, timeout, not loaded or line restarting.
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Test of a single channel mode:

q&! Messaging Servers

Select what to test:

IEheck K.C5 meszage server mode of a channel j

Computer Hame:

IvmkmrE-cuckpit

Credentials:

Ii‘] vmkmrZ-cockpit_admin j _l

KC5 Meszaging Server:

[atDT10p EEY

Channel Humber:

o =&
Channel Mode to Alert On:
[] OK

[w] Line error

[w] Mot loaded

[w] Line restarting

[] Ok [zereer]

[ 0K [query]

[w]

[] Sending

[] Backreceiving

[] Sending and receiving

[] Receiving

e Only 1 channel number can be specified.
e Analert will be sent, if one of the above conditions for channel number 10 is met. E.g., an alert will be
sent if the channel 10 has a line error, not loaded, line restarting or is in waiting state.

Check for line error: Error should be generated, if there is one channel in channel group F with a line error.
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q!;! Messaging Servers

Select what to test:

IEhEu:k k.C5 meszage server number of defined channels iz too high or too low j

Computer Hame:

IvmkmrE-cu:u:kpit

Credenhals:

Ii‘] wmkmr2-cockpit_admin j _‘

K.LC5 Messaging Server:

[N =l A

Channel Group:
IF =

Channel Ermror:

[] Mo Emar

™| Line error

[T Tirreot

[] Mat lnaded
[] Line restarting

Channel Type:

[w] Local
[] Remate_TIk
[] Remat_Tak

Channel Achtivity:
[] 'whait

] Continue

[ Querny

[] Server

Channel Statusln:

[] Receiving
[] Backreceiving

Channel Statuz0ut:

[] Sending

¥ CanSend

Minimum Threshold:

||:| ::I [mirirnum nurmber of defined channels]

M aximum Threzhold:

||:| ::I [maximunm number of defined channelsz]

¢ Only channel group can be specified.

Check for not loaded lines: Error should be generated, if there is one channel in channel group F which is not
loaded.
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Q Messaging Servers

Select what to test:

Il:heck k.C5 meszage server number of defined channels is too high or too low j

Computer Hame:

IvmkmrE-cu:u:kpit

Credenhals:

Ii‘] vmkmr2-cockpit_admin j _l

KC5 Messzaging Server:

[ai01t00i] =l A

Channel Group:
IF =l

Channel Error:

[] Mo Emar
[] Lire errar
] Timeout
M| Mot loaded
[] Lire restarting

Channel Type:

[w] Liozal
[] Remate_TILk
[] Remat_Tak

Channel Activity:
[] whait

™ Continue

[ Query

[] Server

Channel Statuzln:

[] Receiving
[] Backreceiving

Channel Statuz0ut:

[] Sending

¥ CanSend

Mirmimum Threshold:

||:| :I [mirirum number of defined channels]

M aximum Threzhold:

II:I :I [maximurn number of defined channels]

e Only channel group can be specified
e Important note: range of channel numbers and node number cannot be selected
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Connectivity
As a KCS system administrator you can continuously check the status of the KCS and Line servers.

The network connection of the LAN interface (both LAN connection to check fail-over LAN connections to
TCOSS) can be checked:

@;! Connectivity

Select what to test:

IKES b ail/Meszage server can be pinged

Host Hame:
[10.20.30.40f

Applications

As a KCS system administrator you can continuously check the status of all applications that act as connectors to
remote systems.

This includes all links, but also applications based on the FolP/TWS architecture.

Example a): You can be alerted if an application is out of order and configure whether this alert shall be triggered
immediately.

It is possible to configure an alert for the following error states:

The monitored application goes down.

@ Applications

Select what to test:
IEheck K.CS application status j

Computer Mame:

IvmkmrE-cnckpit

Credentials:

IEJ wmkmr2-cockpit_asdmin j _I
K.C5 Application Server:

|taalink =] ﬂl

KCS Application:

[TELINKSM ==

Application Status to Alert On:
[] Running
[ Idle

Sty o] FIEEIj

You can use different KCS Applications from the list.
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. A link is in idle mode (not connected to KCS or remote system)

@ Applications

Select what to test:
IEheu:k K.CS application statuz j

Computer Mame:

IvmkmrE-cnckpit

Credentials:

I 51 wmkmrZ-cockpit_admin j _I

K.C5 Application Server:

Itqa-link j il

K.CS Application:

[TELINKSM ==

Apphcation Status to Alert On:
[ Running

v
[] Stopped

You can use different KCS Applications from the list.

Example b): As a KCS system administrator you can be informed about the state of the document conversion
service.

You can use the wizard to configure the application server on which the document conversion service should be
monitored.

You can be alerted when the document converter service has a status Stopped.

@ Applications

Select what to test:
Il:heck k.C5 application status j

Computer Hame:

IvmkmrE-cu:u:kpit

Credenhals:

I &) vmkmrZ-cockpit_admin j _l

KCS Application Server:

Itqa-link j il

KC5 Application:

[TCDCLINK =[]

Application S5tatus to Alert On:

[] Running

[ Idle
Stopped

You can configure KM to be alerted immediately when the error state occurs or if the error state lasts a configured
amount of time.
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In this case no metrics are available as shown in empty red box below, therefore, it cannot be alerted if it lasts a

specified time:

. ,__{:! Test Definition

Web Server Performing Tesk:

|ID|:thu:ust

Rezource Name:

I.ﬁ.pplicatinns

Test Description:

IEheck application status

Expected Responze:
WMI TEST OK |

[

¥ Run Test | | Add Test | Tirneout; I EEIE: Second(z)]
¥ TumOn Debug Meszages

Alerting

As a KCS system administrator you can be alerted if a message is sent to the post master or other exception
queues or if a certain number of messages is in the post master or exception queue (resulting from an error like

document conversion) .

Example a): You can use the KCS wizard to configure the KCS server name, the name of the KCS exception queue

and the max number of messages in that queue before the alert is triggered.

@&! Messaging Servers

Select what to test:

IEheck K.C5 message server number of unread meszages for a usen iz too high j

Computer Hame:

IvmkmrE-cnckpit
Credentials:

Ii‘] wrnkrnr2-cockpit_adrin j |

KC5 Messaging Server:

IatEﬂ Hpri j il

Uzer Hame:
[POSTMASTER =l
Threshold:

I‘IEI ﬁ [maxirmurn number of unread messages for a user)

Optionally, you can define this alert exception queue as “alert queue” in the KCS monitoring services, to be able

to see the message details by browsing the KCS Alert web page in Tungsten Monitor.
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*_’ljx DR

ﬁ,l Kofax Communication Server - Monitoring and Alerting Administration - [Environment]

| Status | Server Type

| Server Mame

'“' Running Application server
Hl:l

2t 01t Opri

at 01t Opri

Message Server Configuration

— Message server alet queues configuration

Message server: at01tOpri

Awvailable queues Aszsigned gqueues

N
Assign
Remove |

TUNGSTEN . : .
Monitor I Tungsten - KCS [ Configuration
£ Dashboards
o System Dashboards
System Status
Monitors
Groups
Servers
ull Reports
4 Administration
=] Logs

S, User Settings

fal Tungsten

E Tungsten - KCS

Configuration

Using the Tungsten Monitor Wizards

Server Name: ‘Kcs,lm

Port Number: (8001

Use SSL:
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TU Monitor™ Tungsten - KCS / Login

Password

4 Dashboards

o* System Dashboards

Super User:
System Status

Servers: [eleR]

Monitors
Groups

Servers

ll Reports

A Administration

El Logs
Login
L User Settings -

{a) Tungsten

Tungsten -KCs

Configuration

Servers

I Tungsten - KCS / Alerts =3 S
Servers: [kes104 v From Date/Time:  |4/1/2022 =l [2o06Pm To Date/Time: |5/2/2022 =l [2o06pM
Viewing Page | 1 of 1 Rows Per Page
| Read | | Subject Alert Time Sender Address Recipient Address

+ (@] FW:FWV-Test2 4/7/2022 2:52:06 PM postmaster TCTECH

1F O FWTest2 4/7/2022 2:53:44 PM postmaster TCTECH

+ (@] FW Test Again 4/7/2022 3:00:35 PM postmaster TCTECH
Viewing Page |1 of 1

| Read | | Subject Alert Time Sender Address Recipient Address

— O FW:-FW: Test2 4/7/2022 2:52:06 PM postmaster TCTECH

To: TOPCALL postmaster From: TCTECH, TOPCALL TCTECH Subject: FW Test2 To: TCTECH, TOPCALL TCTECH From: TCTECH, TOPCALL TCTECH Subject: Test2 Test2

System Utilization

As a KCS system administrator you gather utilization information (idle time, busy time for sending or receiving)
about a KCS system on demand, including:

e  Check utilization of all installed communication channels (e.g. to determine if the number of installed
Fax, FoIP, Voice... lines is sufficient)
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~ . Communication Server Metrics

Select what to test:

oo high or too low

Computer Mame:

IvmkmrE-cnckpit

Credentials:

Ii'.l wmkmrZ-cockpit_admin j _l
KCS5 Server:

|at0Ttpi =

Queue Hame:

IF =l
Minimum Threshold:

||:| ::I [mirirnLm number of quele entries]

Mazximum Threshold:

|3|:| = [maximum number of queue entries)

e  Check utilization of other communication media (SMS, Email, Links ...)

“ . Communication Server Metrics

Select what to test:

high ar too

Computer Hame:

IvmkmrE-cuckpit

Credentials:

I 21 vmkmrZ-cockpit_admin j _l

K.C5 Server:

|t t0pri 2 E
Queue Hame:

[TCLWMEl i

Minimum Threzhold:

||:| = [minimum number of queue entries]

Maximum Threshold:

|4 = [maximum number of queue entries)

The current value and a history for a certain period should be available to determine peak values at specific
daytimes and to get a general impression about the system utilization.

These can be charted in Dashboard Views by following the same flow as shown in the previous example for KCS
license counts.
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o  Check if a resource reached a critical state (e.g. disk full)

jﬂ Platform

Select what to test:

Computer Hame:

Credenhals:

2 [None) =]

Drive:

= <]

Threshold:

IEEd.EBB.EIEIEI ::I [bytes, greater than ar equal to]

Tandem Server
As a KCS system administrator you can continuously want to check the current fail-over state.

Example a): You can continuously check the state of the Primary and Secondary server disc (sync, updating,
desync):

jﬂ Platform

Select what to test:
IEheck K.C5 Tandem Server dizk statuz j

Computer Mame:

IvmkmrE-n::n:n:kpit

Credentials:

Ii‘; vmkmr2-cockpit_admin j |
KCS Server:

IatEI'ItElpri =l ﬂ|
Dizk Humber:

L = E
Dizk Status:

I ok | Mirored [ Updating
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Example b): I want to be alerted if the Primary or Secondary changes from active to passive:

if Platform

Lelect what to test:
IEhec:k Mail/teszage services connectad j

Computer Mame:

IvmkmrE-ccu:kpit

Credentials:

IE] vmkmr2-cockpit_admin j _l

KCS5 Server:

[at0T 0pi =&

Example c): You can continuously check the availability of the Primary and Secondary server.

Q Connectivity

Select what to test:
IKES TCOSS gzerver can be pinged j

Host Hame:
| <t tipri

it Platform

Select what to test:

Computer Mame:

Credentials:

[& None] =]

Service Hames:

|Tc5Fw =]

Enter the hostname for the primary and a second test to enter the hostname for the secondary server.
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Example Environment
The following example environment could be monitored in this way:

o KCS Server

e Exchange Server
e Link Server

e LS1

-S4 Servers
-4 M HYKMW2KEDE (Local)
@ DernalMaonitar
=43 KCSH0
EEE Cormrnunication Server Licensing
. @ Check K.C5 license usage Exchange

[-]--EE Cormunication Server Metrics
- 'E:' Check. if Exchange message queue is koo high
—]--EE Canneckivity

=) Check connectivity of KCS Server

Il

----- @ Check connectiviky af Link Server
----- IE:I Check connectivity of Exchange Server

------ @ Check connectivity of Line Server
3--55 Database

38 ks Morikar

—]EE Messaging Servers

o @ Check KC5 status of Fax channel 05

=) Check KCS status of Fax channel 06

- Check. if % of uncanfirmed shark term archive entries is koo high

EEE Flatfarm

i |

------ @ Check KC5 web interface services

Using the Tungsten Monitor Wizards Page 170 of 170



